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1. OBIIASI XAPAKTEPUCTUKA PABOYEN NPOT'PAMMBI
INPOPECCHOHAJIBHOI'O MOAYJIsI
IIM.03 SKCIINIYATAIIUA OBBEKTOB CETEBOU HHO®PACTPYKTYPbI

1.1. Ob6aacTh npuMeHeHnst padouel MPorpaMmbl

B pesynbrate uzyueHus npodeccuoHaIbHOrO MOAYJS OOyUYarOLUICs T0KEH
ocBouTh BuA JgesrenbHocTM  BJl 3. Okcmiyarauus  0oOBEKTOB  CETEBOM
UHPPACTPYKTYpPbI COOTBETCTBYIOIIME €My  OOIIME  KOMIIETEHUMH U
po¢eCcCUOHATIbHBIE KOMIIETEHIINH:

1.1.1. IlepeueHp OOIIMX KOMITETCHIIUMA

Kon HanmenoBanue 001X KOMIIETEHIIAN

OK 01. | Beibupatb ciocoOsI penieHus 3a1a4 npodecCHOHAIBHON A TeTbHOCTH TPUMEHUTEIHHO
K Pa3JIYHbIM KOHTEKCTaM

OK 02. | Ucnonb30BaTh  COBPEMEHHBIC  CpEACTBAa IOKMCKA, aHAlW3a W HWHTEPIIPETaluu
uHpopmaiii W MWHOOPMAIIMOHHBIC  TEXHOJOTHM  JUIsl  BBIMOJHEHHUS  3a7ad
npodeccnoHALHOM e TeTbHOCTH

OK 03. | [InaHupoBaTh W peaaM30BBIBaTh COOCTBEHHOE MNPO(ECCHOHANBHOE W JMYHOCTHOE
pa3BuUTHE, MPEANPUHUMATEIbCKYIO JIE€ATENbHOCTh B IpodeccuoHanbHOM  cdepe,
UCIIOJIb30BATh 3HAHUS 110 TPABOBOW W (MHAHCOBOW TPAMOTHOCTH B Pa3IMYHBIX
’KM3HEHHBIX CUTYaIHsX

OK 04. | DddexTuBHO B3aUMOICHCTBOBATH U pa0OTATh B KOJUICKTUBE M KOMAH/IC

OK 05. | OcymiecTBasATh YCTHYIO U MHCBMEHHYI0 KOMMYHMKAIIMIO Ha TOCYJapCTBEHHOM SI3bIKE
Poccuiickoit denepanuu ¢ y4yeToM OCOOEHHOCTEH COLMAIBHOTO U KYJIBTYPHOTO
KOHTEKCTa

OK 06. | [IposiBIATh TpaskAaHCKO-TIATPHOTHYECKYIO TIO3UIUIO, JIEMOHCTPHPOBATH OCO3HAHHOE
IIOBE/ICHUE HA OCHOBE TPAJULMOHHBIX POCCUMCKUX yXOBHO-HPABCTBEHHBIX LIEHHOCTEH,
B TOM 4YHCJIE C Y4YETOM TapMOHHM3allMM MEXHAIWOHAIBHBIX W MEXPEIUTHO3HBIX
OTHOILIEHUH, IPUMEHSTh CTaHIAPThl aHTUKOPPYILIMOHHOTO TIOBEICHUS

OK 07. | CogelicTBOBaTh COXPAaHEHHUIO OKPY)KAIOLIEH cpenbl, pecypcocOepeKeH 0, MPUMEHSTh
3HaHUA 00 U3MEHEHUHU KJIMMaTa, IPUHIIUIIBI OepeKIMBOrO MPOU3BOICTBA, 3PPEKTUBHO
JIECTBOBATh B UPE3BBIYAHBIX CUTYALUSAX

OK 08 | Ucnonb3oBarh cpeacTBa (pU3MUECKOW KyJIbTYPHI Ui COXPAHEHUS U YKPEIUICHHS
300pOBbSI B Tpolecce  MpoPecCHOHATBbHON  AEATENbHOCTH U MOJJIePXKAHUS
HE00X0IMMOT0 ypOBHS GU3NYECKOI TOITOTOBJIEHHOCTH

OK 09. | [lomp3oBaThcst  Tpo(hecCHOHANBHOW  JOKyMEHTalield Ha  TOCYAapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX

1.1.2. Tlepeuens mpodeccuoHaIbHBIX KOMITETEHIIUI

Kon HanmenoBanue o0IINX KOMIETEHIIAN

[1K 3.1. | OcymiecTBIsITh MPOSKTUPOBAHKUE CETEBON UH(DPACTPYKTYpPHI

[1K 3.2. | OGciy)kuBaTh CETEBbIE KOHPUTYpaLIMK TPOrPAMMHO-AIIAPATHBIX CPEACTB

[1K 3.3. | OcymiecTBasTh 3alIMTY HHGOPMALIMK B CETU C UCTIOIb30BAHUEM
IPOTrpaMMHO-AIIAPATHBIX CPEJCTB

[1K 3.4. | OcymiecTBisATh yCTpaHEHHE HETUITMYHBIX HEUCIpaBHOCTEH B paboTe
CeTeBOW MH(PPACTPYKTYpPhI

1K 3.5. | MoaepHu3upoBaTth CETeBbIE yCTPONCTBA HHPOPMALIMOHHO-
KOMMYHUKAIITMOHHBIX CUCTEM




1.1.3. B pe3ynbrare ocBoeHUs MpoheCcCHOHATBEHOTO MOTYJISI 00yUYaIOIIUUCS TOJIKEH:

Baagers MIPOCKTUPOBAHUS APXUTEKTYPhl JIOKAJBHOM CETH B COOTBETCTBHUU C MOCTaBIECHHOM
HABbIKAMH 3a/1a4en;
HCIIOJIB30BaHUA CIICHHUAJIBHOIO IIPOrpaMMHOIO obecrieueHust 1 MOACIIMPOBaHUA,
IIPOCKTUPOBAHUA U TECCTUPOBAHUA KOMIIBIOTEPHBIX CCTCU,
HaCTpOfIKPI IMPOTOKOJIOB I[I/IHaMI/I‘{eCKOfI MapmpyTusaluu,
OMPEACIICHU BJIUAHUA IIPUIIOKECHUN HaA IIPOCKT CETU;
aHajgn3a, MPOCKTHPOBAHUS M HACTPOWKH CXEMBI ITOTOKOB Tpaduka B KOMITBIOTEPHOMH
CeTH;
YCTAHOBKM W HACTPOMKH CETEBBIX IPOTOKOJOB M CETEBOro O0OpYNOBaHMS B
COOTBETCTBUM C KOHKPETHOH 3aJaueii;
BbIOOpa TEXHOJIOTUI, HHCTPYMEHTAJIBHBIN CPEJCTB IPH OpPraHU3alMK Ipolecca
UCCIIEIOBaHHSI OOBEKTOB CETEBOW MH(PPACTPYKTYPHI;
CO3/IaHUsl U HACTPONKU OJHOPAHTOBOW CETH, KOMIIBIOTEPHOW CETH C MOMOIIBIO
MapLIpyTU3aTopa, 0eCcIpoBOJHON CETH;
BBITTOJIHEHUS TOMCKA U YCTPAHEHHUs IPOOJIeM B KOMITBIOTEPHBIX CETSIX;
OTCIIKMBAHMA IAKETOB B CETM M HACTPOMKM IPOrpaMMHO-amNIapaTHbIX
MEXKCETEBBIX IKPAHOB;
HAaCTPOWKH KOMMYTAIIMU B KOPIIOPATUBHOM CETH
o0ecrieyeHns 1eIOCTHOCTH Pe3ePBUPOBAHUS HHPOPMAIIHH;
oOecrieyeHuss 6E€30IIaCHOTO XpaHEHHs U reperayd MHPOpMaluu B TI00aIbHBIX U
JIOKAJIbHBIX CETSX;
BBITTOJIHEHUS TTOMCKA U YCTPAHEHHUs IPOOJIEM B KOMITBIOTEPHBIX CETSIX;
OTCIIKMBAHMA TMAKETOB B CETH M HACTPOMKM MPOrpaMMHO-amlMapaTHBIX
MEXKCETEBBIX IKPAHOB;
GUIBTPOBaHMSL, KOHTPOJIA M 00ecrieueHHs 6e30MacCHOCTH CETEBOTO TpahuKa;
OTIpeIeNIeHUs BIUSHUS IPUIIOKEHUH Ha IPOEKT CETH
MOHMTOPHHTA IPOU3BOJUTENBLHOCTH CEpBEpa U MPOTOKOJIUPOBAHUS CUCTEMHBIX U
CETEBBIX COOBITHIL;
UCMOJIb30BAHUS CHEHaTbHOTO IPOrPaMMHOTO obecrieueHus TUTSt
MOJICITPOBAHMS, IPOCKTUPOBAHUS M TECTUPOBAHUS KOMITBIOTEPHBIX CETEi;
CO3JIaHM MOJICETH U HACTPONKU 0OMEHa TaHHBIMU;
BBITTOJIHEHUS TTOMCKA U YCTPAHEHHUs IPOOJIeM B KOMITBIOTEPHBIX CETSIX;
aHaJIM3a CXeM IMOTOKOB TpaduKa B KOMIIbIOTEPHOU CETH;
OILICHKH KauecTBa U COOTBETCTBHUS TPEOOBAHMSIM ITPOEKTA CETU
0 OpMIIEHHS TEXHUYECKOW TOKYMEHTAlUH;
aHaJIM3a CXeM IMOTOKOB TpaduKa B KOMIIbIOTEPHOU CETH;
OILICHKH KauecTBa U COOTBETCTBUS TPEOOBAHMSIM ITPOEKTA CETU
YMmerb POEKTHPOBATH JIOKAJILHYIO CETh;

BLI6I/IpaTL CCTCBBIC TOIIOJIOIHH,

pacCUUThIBATE OCHOBHBLIC IMApaMCTPhI JIOKaJIbHOM CCTU,

IMPUMCHATH aJITOPUTMBI ITONCKA KpaTqaﬁmero IMyTH,

IUIAHUPOBATh ~ CTPYKTYPY CETH C TMOMOMBI Tpadha C  ONTUMAIBHBIM
PaCIIONI0KEHUEM Y3JIOB;

HCIIOJIb30BaTh MaTeMaTHYECKHUI arrapar Teopuun l"pa(I)OB;

HacTpauBaTh cTeK MpoToKoIoB TCP/IP 1 MCIOIb30BaTh BCTPOSHHBIC YTHIIUTHI
OTIEPAIIMOHHOM CUCTEMBI JIJISl TUATHOCTUKU PabOTOCIIOCOOHOCTH CETH

BLI6I/IpaTI> CCTCBbIC TOIIOJIOI'UH,

PacCUUThIBATH OCHOBHBLIC IMAPaMCTPhI JIOKAJbHOM CCTH,

MPUMEHSTH AITOPUTMBI IOMCKA KpaT4yalIlero myTu;




IUIAHUPOBATh ~ CTPYKTYpPY CETH C TMOMOIIbI0 Tpada ¢  ONTUMAIbHBIM
PacIoI0KEHUEM Y3IIO0B;

UCTIOJIb30BaTh MaTEMAaTUYECKUI ammapar Teopuu rpagos;

HUCIIOJIB30BAaTh MHOFO(bYHKHHOHaHBHBIC HpI/I60pBI U IIPpOrpaMMHBIC CpEACTBa
MOHUTOPHHTA,

HCIIOJIB30BATh NPOTrpaMMHO-alIapaTHbIC CPCACTBA TCXHUYCCKOI'O KOHTPOJIA

YUTATh TEXHUYECKYIO M MPOCKTHYIO JIOKYMEHTAIIMIO TI0 OPTaHU3aIlii CETMEHTOB
CeTH;

KOHTPOJIMPOBATH COOTBETCTBUC pa3pa6aTLIB acMoro  Ipoc€KTra HOpPMaTHUBHO-
TEXHHYSCKOU JOKYMCHTAIUH,

HCIIOJIB30BATh MIPOTrpaMMHO-AMNIaApPaTHBIC CPEACTBA TCXHUYCCKOTO KOHTPOJIA,

UCTIOJIb30BaTh TEXHUYECKYIO TUTEPATYPy U HHPOPMALMOHHO-CIIPABOYHbIE
CHCTEMBI JIJIs1 3aMEHBI (IIOMCKa aHAIOI0B) YCTAapeBILEro 000py10BaHHS

YUTATh TEXHUYECKYIO M MPOCKTHYIO JTOKYMEHTAILIMIO TI0 OPTaHU3aI[uu CETMEHTOB
CeTH;

KOHTPOJIMPOBATH COOTBCTCTBUC paspaGaTLIB acMoro  mpoc€kKkTa HOPMATHUBHO-
TEXHUYECKOM JOKYMCHTAIIUH;

MCII0JIb30BaTh TEXHUUECKYIO JINTEPATYPy U UHPOPMALIMOHHO-CIIPABOYHBIE
CUCTEMBI JIJIs1 3aMEHBI (II0MCKA aHAJIOTOB) YCTapeBILIEro 000py0BaHUS

3HaTH

06H_II/IG IIPUHIMUIIBI IOCTPOCHUA CCTCﬁ;

CCTCBBIC TOIIOJIOIMH,

MHOTrOocioiHas Moaens OSlI;

Tp€6OBaHI/I$I K KOMIIBIOTCPHBIM CCTAM;

ApPXUTEKTYypa MPOTOKOJIOB;

CTaHIapTU3aLHUs CETEN;

ATarnbl NPOEKTUPOBAHUS CETEBON MH(PPACTPYKTYPHI;

3JICMCHTBI TCOPUHU MACCOBOT'O O6CJ'I}’)KI/IB3HI/I$[;

OCHOBHbI€ MTOHATHS TEOpUHU TpadoB;

AJITOPUTMBI ITOMCKA KpaTYanlIero MyTH;

OCHOBHBIE ITPOOJIEMBI CHHTE3a IPa)OB aATaK;

CHUCTEMBI TOIIOJIOI'MYCCKOI'0O aHajIn3a 3allMIICHHOCTH KOMHLIOTGpHOfI CCTH,;

OCHOBBI I[TPOCKTUPOBAHUS JIOKAJIbHBIX CeTeﬁ, 6CCHp0BO)IHBIe JIOKAJIBHBIC CCTH,

CTaH/apThl KaOesel, OCHOBHbIE BUAbl KOMMYHUKAIIMOHHBIX YCTPOUCTB, TEPMHUHBL,
MOHSTHSI, CTAaHJIAPThl U THUIOBBIE 3JEMEHTHl CTPYKTYpPUPOBAHHON KaOeIbHOM
CHUCTEMBI: MOHTAK, TECTUPOBAHMUE;

CpeacTBa TCCTUPOBAHUA U aHAIIN34,

0a3oBbIe MPOTOKOJIBI U TECXHOJIOTHUU JIOKAJIbHBIX cereit

O6H_II/IC TIPUHIUIIBI TIOCTPOCHUA CGTCI>'I;

CETCBBLIC TOIIOJIOIHH,

CTaHapTU3anu-d CCTCﬁ;

3Tanbl IPOEKTUPOBAHUS CETEBON HHPPACTPYKTYPHI;

OJIEMCHTEI TCOPHUU MaCCOBOT'O O6C.]'IY)KI/IBaHI/I$I;

OCHOBHbI€ MTOHSTHS TEOpUH IpadoB;

OCHOBHBIE ITPOOJIEMBI CHHTE3a IPa)OB aATaK;

CHCTCMBI TOIIOJIOTMYCCKOI'O aHaJIn3a 3allMIIICHHOCTH KOMHBIOTepHOfI CCTU,

apXHUTEKTypa ckaHepa 0e30MacHOCTH;

MMPUHIUIIEI TOCTPOCHUA BBICOKOCKOPOCTHBIX JIOKAJIbHBIX cereit

TpeOOBaHUS K KOMIIIOTEPHBIM CETSIM;

TpeOOBaHMS K CETEBOM OE30MMaCHOCTH,

9JICMCHTLI TCOPUHU MACCOBOTO OGCHy)KI/IBaHI/ISI;

OCHOBHBIE MTOHSTHUS TEOPUH IPadoB;




OCHOBHBIE TTPOOJIEMBI CHHTE3a Tpad)oB aTak;

CUCTEMBI TOMOJIOTUYCCKOTO aHAIHM3a 3aIIUIIICHHOCTH KOMITBIOTEPHOU CEeTH;
apXUTEKTypa cKaHepa 0e30macHOCTH

TpeOOBaHUS K KOMITBIOTEPHBIM CETSIM;

aApPXUTEKTypa MPOTOKOJIOB;

CTaHJApTU3AIMS CeTeH;

JTaIbl MPOSKTUPOBAHHS CETEBOM MHPPACTPYKTYPHI,

opranuzaiusi paboT 1O BBOAY B OKCIUTyaTalMil0 OOBEKTOB M CETMEHTOB
KOMITBFOTEPHBIX CETE;

CTaHIapThl Kabesei, OCHOBHBIE BUIbl KOMMYHHUKAITMOHHBIX YCTPOUCTB, TEPMUHBI,
MOHSITHSI, CTAHIAPTHI U THUIOBBIE AJIEMEHTHI CTPYKTYPUPOBAHHON KaOEIbHOM
CHUCTEMBI (MOHTaX, TECTUPOBAHHE);

Cpe/ICTBa TECTUPOBAHHMS U aHAIIN3A,;

POTPaMMHO-aINapaTHRIE CPEACTBAa TEXHHUECKOTO KOHTPOJIS

NPUHIUIBI U CTAHIAPTHI 0QOPMIICHUS] TEXHUIECKOHN JIOKYMECHTAIINY;

MIPUHIIAITEI CO3JIaHUS U O(DOPMIICHUS TOTIOJIOTUHN CETH;
UH(POPMAIIMOHHO-CITPABOYHBIC CUCTEMBI JUISl 3aMEHBI (IIOMCKA) TEXHHYECKOTO
00opyoBaHUs

1.2. KosmyecTBO 4acoB, 0OTBOJAMMOE HAa OCBO€HHE NPO(ecCHOHAIBLHOIO
moaysi O6veM 00pa3zoBaTeNbHON TporpaMMbl oOyuatomerocsi 794 waca, B TOM
qHce:

Bcero uacos 794,
B TOM 4HCJIe B (hopMe MpakTudeckou moarotToBku 520 yacos.

N3 aux Ha ocBoenne MJIK 452 gaca,

B Tom uncne camoctosTensHas padota 10 gacos, mpomexxyTouHas arrectarus 12
4acoB;

npakTuku 318 yacos

B TOM uucie yueOHas npaktruka 180 gacoB, mpoun3BoacTBeHHas npakThka 144 gaca
[IpomexxyTouHas arrectauus 1o npodeccuoHaIbHOMY MOAYJIIO B (popMe IK3ameHa —
18 vacos.



2. CTPYKTYPA U COAEP KAHUE NTPOPECCUOHAJIBHOI'O MOAYJIsA

2.1. CTpykTypa npogeccHOHATLHOT0 MOAYJISA

O06BeM NpodecCHOHATEHOTO MOAYJIS, Yac.

Pabota oOyuaromnmxcs Bo Pabora obyuatomuxcsiBo | Camocrto
B3aUMOJICHCTBUH C IPENOAABATEIEM IIpakTuku B3aMMOJIEIICTBHU C i
Koapt CymmapH Oo6yuenue no MJIK [IpEnoiaBaTeeM TeNbHas
po()eCcCHOHATIbH HanMmeHOBaHus pa3ienoB bIii 00beM B Tom qucie pabota
BIX OOIIHX OpO(ECCHOHATIEHOTO MOJYJISL | HArpy3KH, Koneyms | TpomeryT
KOMITETEH I yac. Beero JlaGopatopH VyeGHas IIponssozctse Tanus OUHAs
KypcoBpix HHas
BIX H paGoT arTecTanu
MPAKTIHIECK | (1 oocrom) P
UX 3QHATHI
1 2 3 4 5 6 7 8 9 10 11
MK 3.1-[1IK 3.5 MIK.03.01 dkeniayaTanus
OK 01-09 00bHEKTOB CETEBOM
HH(PACTPYKTYPbI 168 154 74 6 8
Pazmen 1. DxcrnyaTanus
0OBEKTOB CETEBOM
MHPPACTPYKTYPHI
K 3.1-[IK 3.5 [MJK.03.02 Texnosioruu
OK 01-09 aBTOMATHU3ALMU
TEXHOJIOIHYECKUX MPOIECCOB
Pasnen 2. TexHonoruu 182 168 80
ABTOMATH3ALMN 6 8
TEXHOJIOTHYECKUX MIPOLIECCOB
K 3.1-[1IK 3.5 MJIK.03.02 Besonacnocrh
OK 01-09 ceTeBoil MHPPACTPYKTYPHI 102 100 42 ) 2
Paznen 3. BesonacHocTsb
ceTeBOii HHPPaCTPYKTYpPhI
[NIK 3.1-[IK 3.5 | YuyeOHas npakTHKa, 4acoB
OK 01-09 180 180 180 180
IK 3.1-TIK 3.5 [[Ipou3sBojacTBeHHAs
OK 01-09 MpakTuka (1o npoduIo 144 144 144
CHEIMATLHOCTH ), YaCOB
JK3aMeH 18 6 12
Bcero: 794 602 376 - 180 144 - 18 174




2.2. TemaTu4eckuii JIaH U cojiep:kaHue npodeccuoHaabHOro moayJs (IIM)

HaumenoBanue Kon IIK,
pa3jaesioB U TeM C OK
ojiep:kaHue y4eOHOro MaTepuaia, .
npogeccHoOHATBHOIO0 O0bém B
J1abopaTopHble padoTHI U MPAKTHYECKHE 3aHATHSI, CAMOCTOSITEIbHAsI yueOHasi paboTa
mony.t (TIM), o0yuawuuxcsi, KypcoBasi pa6ora (MpoeKT) (eciu npedycmompennvt) Hacax
MEKIH CIUITMHAPHBIX y » KYP P p pecy P
kypcoB (M/IK)
1 2 3
M/IK.03.01 OxcniiyaTanus 00beKTOB ceTeBOH HHPPACTPYKTYPBbI 168
Pazgen 1. Dkcniryatanus 00beKTOB ceTeBOii HH(PPacTPyKTYypbI 154
Tema 1.1. Conepxanue 78 IIK 3.1.-3.5.
JKCIIyaTalus 1. ®dusnueckue acneKkThl FKcIuTyaTanun. Guznyeckoe BMENIaTenbCcTBO B HHQPACTPYKTYPY OK 01.-09.

TEXHHYCCKHUX CPEACTB | CCTH.

ceTeBoil 2. AKTUBHOE M IaCCUBHOE CETeBOE 000pYy/J0BaHUE: KaOelbHbIe KaHaJIbl, KaOesb, NaTy-TaHeNH,
HHPACTPYKTYPbI PO3ETKH.
3. Ilonoca npomnyckaHus, napa3uTHas Harpys3ka.
4. PacumpsiemocTs cetu. MacmtabupyemocTs ceTH. JloGaBieHre OTAeTbHBIX YIEMEHTOB CETH
(monp30BaTeeid, KOMIBIOTEPOB, MPUITOKEHHH, CITYX0).
5. HapamuBaHue AJIMHBI CETMEHTOB CETH; 3aMeHa CYIIeCTBYIOIEH anmnapaTyphl.
6. YBennueHne KOJIMIeCTBa Y3JI0B CETH; YBEINUCHHE TIPOTSHIKEHHOCTH CBSI3EH MEXITY
00BEKTaMU CETH.
7. Texuuueckast ¥ MPOEKTHas JoKyMeHTalus. [lacnopT TeXHUUECKUX yCTPOUCTB.
8. dusnyeckas KapTa BCeil ceTu; Iornuyeckast TONOJIOrHsl KOMIIbIOTEPHOM CETH.
9. Kiaccuduxanms periaMeHTOB TEXHHYECKHX OCMOTPOB, TEXHUYECKHE OCMOTPHEI 00BEKTOB
CeTeBOM MHPPACTPYKTYPHI.
10. IlpoBepka 06bEKTOB ceTeBON HH(PPACTPYKTYpHI U MPODUIAKTUYECKHE PAOOTHI
11. IIpoBenenue perynsapHoro pesepsupoBanus. O0ciyxuBaHue GU3NUECKUX KOMIIOHEHTOB;
KOHTPOJTb COCTOSTHHSI allliapaTHOTO 00ECIIEYeHUS; OpraHU3aIHsl YIAJICHHOTO OTOBEIIECHHS O
HEMoJaKax.
12. TIporpammHoe oOecrieueHre MOHUTOPHHTA KOMIIBIOTEPHBIX CETEeH U CETEBBIX YCTPOUCTB.
13. Ilporokosn SNMP, ero xapakTepucTuku, GopMaT cOOOIEHHH, HAOOp YCIYT.
14. 3agaum ynpaBieHus: aHaJIU3 IPOU3BOAUTEIBHOCTH U Ha/IE)KHOCTH CETH.
15. O6opynoBanue At TMarHOCTHKHU U cepTudukanuu kadbenbHbIX cucteM. CeTeBbIe
MOHUTOPBI, MPUOOPHI 1715 cepTUduKauu KabeIbHBIX CUCTEM, KaOeTbHbIE CKaHEPHI U TECTEPHI.




B TOM uMciie NpaKTHYeCKUX 3aHATHIA 40
1. OxoHI0BKA Ka0ems BUTas mapa
2. 3anenka kabens BUTas mapa B pO3ETKY
3. KpoccupoBanue 1 MOHTaX MaT4-NaHeIN B KOMMYTAllMOHHBIHN 1IKad, Ha CTEHY
4. TectupoBanue Kades
5. [lonneprkka mosb30BaTenei ceTu.
6. DKcIuTyaTaus TEXHUYECKUX CPEJICTB CeTeBON MH(PACTPYKTYpHI (IPUHTEPHI, KOMITBIOTEPHI,
CEepBEpHI)
7. BeITiotHEHUE EWCTBUH 110 yCTPAaHEHUIO HEUCITPABHOCTEM
8. BhinoiaHeHre MOHUTOPUHTA U aHaJIN3a PabOThI JIOKATHHON CETH C MOMOIIBIO0 TPOrPaMMHBIX
CpPEZCTB.
9. OdopmieHre TEXHUYECKOMN IOKYMEHTaIMH, paBuiIa 0POPMIICHUS JOKYMEHTOB
10. [Iporokon ynpasierus SNMP
11. OcHoBHbIe XapakTepucTuku nporokosa SNMP
12. Ha6op ycayr (PDU) nporoxona SNMP
13. ®opmat coobmennit SNMP
14. 3amaun ynpaBineHus: aHAU3 TPOU3BOUTEILHOCTH CETU
15. 3apaun ynpaBiieHus: aHAJINU3 HAJEKHOCTH CETU
16. YipaBneHue 0€301aCHOCTBIO B CETH.
17. Yyer tpaduka B cetu
18. CpencTBa MOHUTOPUHTA KOMITBIOTEPHBIX CETEH
19. CpencTBa aHanm3a CeTH C MOMOIIBIO KOMaH][ CETEBOW OMEPAITMOHHON CHCTEMBI
20. ®uHanbHasg KOMIUIEKCHAS ITpaKTH4eckasi paboTa Mo HKCIUTyaTallii 00bEKTOB CETEBOM
UHPACTPYKTYPBI
Tema 1.2. Coaep:xanue 76 IIK 3.1.-3.5.
JKCIIyaTanus 1. Hacrpoiika H.323. Onucanne H.323 u o6mme pekomennanu. OyHKIIMOHAIBHEIE OK 01.-09.

cucrem |P-Tesedonun

komnoHeHThl H.323.YcranoBka u nonaepxka coequnenus H.323. Coenunenus 6e3 u ¢
ucnonp3oBannem GateKeeper. CoeqmHeHus ¢ HCIIONB30BaHNEM Heckobkux GateKeeper.
MHoromnons3oBarensckue KoHpepennu. OdecrnedueHne 0TKa30yCTONINBOCTH.

2. Hacrpoiika SIP. Onucanue u obme pekomenaanuu. Texnomnorus SIP u cBs3aHHbIE C HEll
crarnaptel. OyHkimonansHbie KOMMOHEHTHI SIP. Coobmenus SIP. Aapecarus SIP. Monens
YCTaHOBJICHUS coeauHeHus. [ImanupoBaHne 0TKa30yCTOMYNBOCTH.

3. YcraHOBKa ¥ MHCTAUISAINAS MPOTPAMMHOTO KOMMYTaTopa. MOHTaXHBIE MPOIEAYPHI.
[Iponienypsl MHCTAUISIIIUKU. Y IpaBIEHUE allllapaTHBIMU CPEJICTBAMH U TOpTaMu. [TpoTOKOIIBI
ynpasieauss MGCP, H.248. Co3nanue aHanoroBeix a0OHEHTOB. BHyTpuCTaHIIMOHHAS
MapuIpyTH3aLUs.
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4. YrpaBiieHue IporpaMMHBIM KOMMYyTaTOpoM. Mapripytusanust. [ pymisl COe AMHATEEHBIX
nunuid. [Toakmouenue cranuii ¢ TDM (abonentckuit noctyn TDM). Curnanuzamnus SIP,
SIP-T, H.323 u SIGTRAN. IP-a6onenTsl. ['pymnmbl aboHeHTOB. JloMIOTHUTEIHHBIC
a0OHEHTCKHUE YCIYTH.

5. Opranu3anus skcrutyaranuu cucteM IP-tenedonnn. Texauyeckoe oOcimyKuBaHue,
IJIAHOBBIM TEKYIIUM PEMOHT, IUIAHOBBIM KallUTAJIbHBIM PEMOHT, BHEIIJIAHOBBIA PEMOHT.

6. Boccranosienue paboThl ceTr ocie apapui. Cxembl ociieaBapuitHOr0 BOCCTAHOBIICHUS
paboTOCTIOCOOHOCTH CETH, TEXHUYECKasi M MPOEKTHAs IOKYMEHTALIUs, CIIOCOOBI pE3ePBHOTO
KOIIMPOBAHUS TaHHBIX, IPUHIIUIIBI PA00THI XpPAaHHIIHUIL JaHHBIX;

B TOM uMc/ie NpaKTHYeCKUX 3aHATHIA

1. Hacrpoiika anmapaTtHbix |IP-tenedoHoB

2. Hacrpoiika nporpammusix IP-tenedonos, pakcor

3. Pa3eprriBanue cetu ¢ ucnonbzoBanueM VLAN mist IP-tenedonnn

4. Hactpoiika numo3a

5. YcTaHOBKa, HOJKIIOYEHUE U IEPBOHAYANIbHBIE HACTPOMKHU r0JIOCOBOTIO MapIIPyTU3aTOpa

6. Hactpoiika TaGiuIiel OIp30BaTENEH B TOJIOCOBOM MapIIPyTH3aTOPE

7. HacTpoiika rpynn B TOJIOCOBOM MapUIpPyTU3aTOPe

8. Hacrpoiika Tabmuisl MapIipyTH3aIHH BEI30BOB B TOJIOCOBOM MapIIpyTH3aTOpe

9. Hactpoiika ronocoBsIx cOOOIIEHHUI B MapIIpyTU3aTOPE

10. Hacrpoiika nporpammHo-anmnaparsoii IP-ATC

11. YcranoBka u HacTpoiika nporpamMmmuoii IP-ATC (manpumep, Asterisk)

12. TeCTI/IpOBaHI/Ie KOJeKOB. McciaenoBanue napaMeTpoOB Ka4€CTBa O6CJIy>KI/IBaHI/I$I

13. MOHI/ITOpI/IHF Y aHaJIN3 COSAUHEHUN O Pa3JIMYHBIM IIPOTOKOJIaM

14. MOHUTOPHHT BBI30BOB B IPOTPaMMHOM KOMMYTaTOpE

15. Coznanue pe3epBHBIX KOMUIA 0a3 JaHHBIX

16. JlnarHocTHKa U yCTpaHEHHE HEHCIIPaBHOCTEW B cuctemax IP-tenedonnn

17. ®unanpHas KOMIUIEKCHAs IpakTHUeckas paboTa Mo 3Kcrtyarauuu cuctem |IP-tenedonnn

34

CamocTosiTeJIbHAsI paGOTa CTYICHTOB:

1.
2.

3.

4.

CucremaTtrueckas mpopaboTKa KOHCIIEKTOB 3aHATHIA, Y4€OHO! U CTIEINAIbHON TEXHUIECKON JINTEPaTyphl.

KoncnextupoBanue Tekcra, paboTta co cioBapsMH U CIIPaBOUYHHUKAMH, 03HAKOMJICHUE C HOPMAaTUBHBIMHU JJOKYMEHTaMH, Y4eOHO-
HCCIieIoBaTeNbCKas paboTa Ipy caMOM HIMPOKOM HCTIONB30BaHWU MHTepHeTa 1 Apyrux IT-TeXHomoruid.

[IpoexTHBIE GOPMBI PaOOTHI, MOATOTOBKA COOOIIECHHI K BEICTYIIJICHUIO HA CEMUHApaX U KOH(EPEHIHSX; IOJrOTOBKA
pedeparoB, 1OKIIAI0B.

[MonroToBKa K MPakTUYECKUM 3aHSTHSM C UCTIOJIb30BAHUEM METOMYECKUX PEKOMEH AN ITpeToiaBaresi, opopMIIeHHE
J1a00PaTOPHO-TTPAKTHUECKUX PAbOT, OTUETOB U MOArOTOBKA K UX 3aILUTE.

IIpomexyrounas arrecramusi o M/IK.03.01 Jxcmtyaranus o0beKTOB ceTeBOii HH(PPACTPYKTYpPhI B (hopMe IK3aMeHa
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MJK.03.02 TexHo/0rum aBTOMATH3ALHU TEXHOJOTH4ECKHUX MPOIECCOB

182

Pa3gen 2. TexH0/IOTHH ABTOMATH3AIMU TEXHOJIOTHYECKHX ITPOLIECCOB 168
Tema 2.1. Conep:xaHue 20 IK 3.1-3.5
ABTOMaTH3HpOBaHHbIE | 1 KnaccupuKanus TEXHOJOTHIECKHX OOBEKTOB YIPaBIIEHHUS 10 TUILY, XapaKTepy TEXHOJIOTHYECKOr0o OK 01.-09
CHCTEMBbI YNpPaBJIEHHMsI | Mpollecca, 0 XapaKTEPUCTHKE NMapaMETPOB YIPABICHNUS.
TEeXHOJI0rH4eCKMMH 2.Knaccugukanus cucteM ynpaBieHUs! TEXHOJOTHYECKMMU 00bEKTaMHt 110 CIOCO0Y, LIEJIN U CTENIeHN
nponeccamu (ACY LEHTpaJIN3aly yIPaBICHHUS.
TII) 3. OOmme cBeneHus 00 aBTOMATU3UPOBAHHBIX CUCTEMaxX YIPABICHUS TEXHOIOTHUYECKUMH

nponeccamu (ACYTII) u cucremax aBromarmueckoro ympasieHus (CAY). OcHoBHblE (YHKIUH

ACYTIIu CAY.

4.OCHOBHBIE MTOHATHSI aBTOMAaTU3UPOBaHHOW 00paboTku nHpopMannu. O030p COBPEMEHHBIX

TexHoyoruit u TenaeHui passutus ACYTIL

5.0uenka 3 PeKTUBHOCTH ¥ SKOHOMUYECcKas oneHka BHenpenus ACY TII

6.IIpuMeHeHue cucteM UcKyccTBeHHOro uHreiiekra B ACYTII: HelipoHHbIE CETH, TCHETUYECKHE

ITOPUTMBI, 3KCIIEPTHBIE CUCTEMBI
Tema 2.2 Copep:xanue 148 K 3.1-35
IIpombllIeHHBIE 1.Ponb 1 MECTO CeTeBBIX TEXHOJIOTHI B IPOMBIIIIIEHHON aBTOMaTU3aLiN OK 01.-09

ceTeBbl€ TEXHOJIOTUH U
nporokoasl B ACY
T

0O030p ceTeBbIX TEXHOJIOTHH, UX POJIb B IPOMBIIIEHHON aBTOMATH3alMH, a TAK)KE UX [IPEUMYIIECTBA U
HepocTaTkd. OCHOBHBIE THITBI MIPOMBIIIICHHBIX CETEH, MX XapaKTEPUCTHUKH U OCOOEHHOCTH, a TaKKe
METOABI UX pealn3aluy.

2. Tp66OBaHI/I${ K MIPOMBIIIIJICHHBIM CCTAM. bazosrie MOoAXOAbI K UX pealn3aliun

Onucanue OCHOBHBIX TpGGOBaHI/Iﬁ K CCTAM HpOMLIIHJ'IeHHOI\/'I aBTOMaTu3ali, B TOM 4YHCIIE IIO
HaaACKHOCTH, HpOHYCKHOfI CIIOCOOHOCTH U YpaBJEIEMOCTH, a TaAKKCe 0a30BBIX noaxoa0oB K
MPOCKTUPOBAHUIO U pCAIM3allui IMMPOMBIIICHHBIX CeTefI, BKJIrO4as BLI60p THUIIa CETH, TOIIOJOI'HIO,
CpCACTBA IEpcaavun JaHHBIX, CCTCBbIC TPOTOKOJIbI U CUCTCMbI 0e30MMacHOCTH.

3. Ilporokox MODBUS.Onucanre 0CHOBHBIX XapaKTEPUCTUK U MIPUHIUIIOB PaOOTEHI
MPOMBIIITIEHHOTO poTokoia cBszu MODBUS, Bkitouast popmMat kaapa, agpecarnnio, Koabl QyHKINH,
METOJIBI TTepe/Iaull JAHHBIX U BO3MOXKHOCTH paclIipeHus. Takxke paccMaTprBatOTCsl TUTIOBbIC
MIPUMEHEHUS U YCTPOUCTBA, paboTatomiue o nporokory MODBUS.

4. O6mue NpUHOMIBI OpraHU3alMy paboThl Pa3lIWYHBIX YCTPOMCTB MpPHU HCHONB30BAaHUU IMPOTOKOJA
MODBUS. IlpuHuuns! B3auMoJIeicTBUSI YCTPOKCTB, paboTatommx Ha npoTtokose MODBUS, Bxitouas
mpaBmiia oOMeHa JaHHBIMH, (hOpMaT aJpecanuy, TUIBI 3aIPOCOB M OTBETOB, a TAKXKE THITBI JAHHBIX,
MOJIIEP’)KMBAEMBIE TIPOTOKOJIOM.

5.0praunuzanus pabotsl B nporokosie MODBUS kontposutepa (slave) u oneparoproii manenu (master)

OcCHOBHBIE IPUHIIUIIBI PAa0OTHI B pexuMax Slave n master, a Tarxoke Mporeaypsl OOMeHa JaHHBIMU MEKILY
HUMHU C UcToJb30BaHueM nporokona MODBUS.
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6. TunoBsle MPOMBINIIJICHHBIC TIPOBOJAHBIC U KaOeJIbHBIE CETEBBIE IMPOTOKOJIbL

PaznnuHbIe ceTeBbIC MPOTOKOJIbI, UCIIOJIB3YCMbBIC B MPOMBIINIJICHHBIX CCTAX JIA obMeHa JaHHbIMH

MCKOY yCTpOfICTBaMPI ABTOMAaTU3alMi U YHIpaBJICHUSA TCXHOJOTMYCCKUMH IIpOoHcCCaMu (HpOTOKOJ’ILI,
PROFIBUS, CAN, Ethernet/IP, DeviceNet, Modbus, Foundation Fieldbus, AS-i u npyrue).
Oco0OeHHoCTH U MIPUHIIATIIBI pa60TI)I KaKI0To MpOTOKOJIAa, €ro NpeuMylIcCTBa U HCJOCTATKU.

7. BecripoBOIHBIC JIOKATBHBIE CETH TSI TIPOMBIIIUIEHHOTO IPUMEHEHUSI

TexHoorun 6ECIPOBOIHON CBSI3H, HCIIOIB3YEMBIX B IIPOMBIIIUIEHHOCTH, Takux kKak Wi-Fi, Bluetooth,
Zigbee, LoRa, NB-10T u ap. Oco6eHHOCTH HCITOIB30BAHUS OSCIPOBOIHBIX CETEH B MPOMBIILICHHOM
OKPYKEHHH, TaKHe Kak TpeOOBaHMs K HAE)KHOCTH M 0€30MaCHOCTH, 0COOEHHOCTH Pa3BEPTHIBAHUS U

KOH(HUTYPUPOBAHHSI, @ TAKXKE METOAbI MOHUTOPHHTA U YIIPABICHUs OECITPOBOTHBIMY CETSIMHU.

8.Cnennann3upoBaHHbIE ceTeBbIe MHTEP(EHCHI I YMHOTO I0Ma

PaznuyHbIEe MTPOTOKOJIBI M TEXHOJOTHH, UCTIONB3yeMble B cucTeMax ymMHoro aoma (ZigBee, Z- Wave,
Thread, Bluetooth, Wi-Fi u npyrue). OcoOEHHOCTH HMX TPHUMEHEHHWs B CHCTEMax aBTOMAaTH3allHU
YMHOTO 0Ma. ACHEKTHl 0€30MaCHOCTH M 3aILUTHI JAHHBIX B CUCTEMaxX YMHOTO J0Ma, BO3MOXXKHOCTH
WHTETpaliy Pa3iIndYHbIX YCTPOICTB U CHCTEM B OJIHY CETb.

9.CpaBHuTENnbHBIN aHaIM3 nMpoMbinuieHHBIX Ethernet-rexuomoruii: EtherNet/IP, PROFINET, Modbus
TCP

00630p 1 aHaTU3 0COOEHHOCTEH TpexX MpoMbIuieHHBIX Ethernet-nporokomnos: EtherNet/IP, PROFINET

u Modbus TCP. Pasznuuuss MeXIy STHMH MPOTOKOJIAMH, WX MPEUMYIIECTBA W HEIOCTATKH, 00JaCTH

MIPUMEHEHNUs B IpoMbIIIeHHBIX ceTsax 1 ACY TIL

10. CoBpeMeHHBIE TEHICHIINY pa3BUTHS ceTeBbIX TexHooruii B ACY TII — web- cepBepbl u 001auHbBIe
penieHus

OcHOBHbBIE PUHLMIBI HOCTPOCHUSI Web-CepBEpOB U MX B3auMozencTus ¢ ycrpoiictBamu ACY TII,
BO3MOXXHOCTH HCIIOJIb30BAHUSI OOJIAUHBIX PELICHUH Ul yJaJIEHHOTO MOHHUTOPHMHIA M YHPABJICHUS
TEXHOJOTHYECKUMH MPOIIECCaMHU.
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B ToM uncie IpaKTHYeCKUX 3aHATHI

80

1. Kimaccuduxkariysi TeXHOJIOTUYECKUX 00BEKTOB YIPaBIICHHS HA IPUMEPE MPOU3BOJICTBEHHOTO
TIPEIIPHUITHS

2. Coznanue HpOCTOI71 MOZACIN TEXHOJIOI'MYCCKOI'o Impouecca

3. [IprMeHeHre HEMPOHHBIX CeTel B CHCTEMaX YIPaBJICHUS TEXHOJIOTMISCKUMHU MPOIIECCAMU

4, HpI/IMCHCHI/Ie SKCIICPTHBIX CUCTEM B CUCTEMAX YIIPABJICHHA TCXHOJOTHUYCCKUMU ITpoHeCCaMi

5. IIpaktryeckoe npumenenue npotokona MODBUS niist oOMeHa gaHHBIMU MEXKIY YCTPOWCTBAMH

6. PaGoTa ¢ TUIIOBBIMU MTPOBOJIHBIMH U Ka0ESTHHBIMH IIPOTOKOJIAMU B TIPOMBITIIIICHHOCTH

7. VI3yuenne OecrpOBOIHBIX JOKATBHBIX CETEH U IPOMBIIUIEHHOTO IPUMEHEHHS

8. HpaKTqucxoe HCMOJIB30BAHNE NPOMBIINIJICHHBIX MAapIIPYTHU3aTOPOB

CamocTosiTesibHast pad0oTa CTYIeHTOB:
1. Cucremarndeckast IpopabdOTKa KOHCIIEKTOB 3aHATHH, y9€OHOH! U CTIeNUANBHON TEXHUIECKON JTUTEPaTyPHI.
2. KoHcnekTupoBaHue TeKCTa, paboTa co CI0BapsSIMHU U CIIPABOYHUKAMH, O3HAKOMJICHHE C HOPMaTHBHBIMU JOKYMEHTaMH, y4eOHO-
UCcIieIoBaTeNbcKas paboTa Py caMOM IIMPOKOM UCTIONB30BaHWU MHTepHeTa 1 Apyrux [ T-TexHomoruid.
3.IIpoekTHbIC GOPMBI pabOTHI, MOATOTOBKA COOOIICHHUH K BRICTYIJICHHIO HA CEMHHAPaX U KOH(PEPEHIMIX; MOArOTOBKA pedepaTos,
JIOKITa/I0B.

4. [ToaroToBKa K MPaKTUYECKUM 3aHSITHSM C UCTIOJIb30BaHHEM METOIMYECKIX PEKOMEH AN MperoiaBaTesi, ohopMiIeHUe
nabopaTopHO-NPAKTHUECKUX pabOT, OTYETOB U MOATOTOBKA K MX 3allUTe.

IIpome:xkyrounas arrectanusa MJIK.03.02 TexHosorun aBTOMaTU3aum TEXHOJIOTMYECKUX MPOLECCOB
B (popme 3K3aMeHa

M/IK.03.03 be3onacHocTh ceTeBOii MHPPacTPYKTYpbI

102

Paznen 2. Be3onacHocTh ceTeBOM MHPPACTPYKTYPbI

100

Tema 2.1. Conep:xanue

besonacHoctn 1. ®ynnaMeHTanbHblEe NPUHIUIBI Oe30macHOl ceTu. COBpeMEHHBIE YIPO3bl CETEBOM

ceTeBoM 6e3omacHocTH. Bupychel, 4epBU U TPOSIHCKUE KOHU. MeTobl aTak.

HH(PpPaCTPYKTYpPbI 2. bezonacHocTh CeteBbix ycTpoiicTB OSI . be3onacuslit noctyn k yerpoiictBaM. Ha3znauenue

aJIMMHHUCTPAaTUBHBIX pojie. MOHUTOPUHT U yIpaBiieHHE ycTpolicTBamu. Vcnons3oBanue
(byHKIIMS aBTOMAaTU3UPOBAHHONW HACTPOHKHU O€30MIaCHOCTH.

3. ABTopu3anus, ayTeHTUPHUKAIMS U yueT Joctymna (AAA)
CroiictBa AAA. JlokansHast AAA ayrentudukamms. Server-based AAA

4. Peanu3arusi TEXHOJIOTUMA OpaHaIMayIpa
ACL. Texnonorus 6panamayspa. Konrekctaoiii kouTpodb goctyna (CBAC). [Monutuku
OpaHIMay’pa OCHOBaHHBIEC Ha 30HAX.

5. Peanuzanus TEXHOJIOTHI TPEIOTBPALLEHHUS BTOPKEHUS
IPS Texnonoruu. IPS curnarypsl. Peanuzanus IPS. IIpoBepka u monutopunr IPS

IK 3.1.-3.5.
OK 01.-09.
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6. be3omacHOCTh JTOKAIBHOH ceTn

ObecrieueHne 0€30MaCHOCTH MOJIB30BATENBCKUX KOMIBIOTEPOB. COOOpakeHHs 110
6e3omacHoctr BToporo yposus (Layer-2). Kondurypariust 6€301macHOCTH BTOPOrO YPOBHSI.
bezomacHocth GecnipoBonnbix cereid, VOIP u SAN

7. Kpunirorpadguieckue CCTeMbl
Kpunrorpaduueckue cepucsl. ba3zoBas 1eJIOCTHOCTD U @yTEHTHYHOCTb.
Kondunenmmansaocts. Kpunrorpadust OTKpHITHIX KIIOUEH.

8. Peanmmzanus rexunonoruii VPN

VPN. GRE VPN. Komnonents! u pyakunonupoBanue [PSec VPN. Peanuzanus Site-to-site
IPSec VPN c ucnions3osanueM CLI. Peanusanus Site-to-site IPSec VPN c¢ ucnons3oBanuem
CCP. Peanuzamnus Remote-access VPN

9. Yupasnenue 6e3omacHoii ceTsio. [IpuHnumnmer 6e30macHoCTH ceTeBoro Au3aiiHa. besonacHas
apXUTEKTypa. YIpaBiieHUeE MpoleccaMu U 0e301acHOCTh. TeCTUpOBaHUE CETH Ha YSI3BUMOCTH.
HenpepriBHOCTE OM3HECA, TUIAHUPOBAHUE BOCCTAHOBJICHUS aBapUMHBIX CUTYalnil. JKuzHeHHbIH
LUKJI CeTU U I1aHupoBaHue. PazpaboTka pernaMeHTOB KOMIIAHUU U TIOJTUTHK 0€30MacHOCTH.

10. Cisco ASA. Beenenure B AgantiUBHOE ycTpoiicTBO O6e3omacHocT ASA. Kondurypamus
¢daupsona Ha 6aze ASA ¢ ucnonszoBanueM rpaduueckoro uteppeirica ASDM. Kondurypanus
VPN Ha 6a3ze ASA c ucrnonb3zoBanueM rpadgudeckoro uarepderica ASDM.

B ToM 4ynciIe NPAKTHYECKUX 3aHATHI

1. ConnanbHasi HHXEHEPUS

. McecnenoBanue CeTEBBIX aTak U HHCTPYMEHTOB ITPOBEPKU 3AIUTHI CETH

. HacTpoiika 6e3omacHoro 1octymna K MapuipyTH3aTopy

. Obecnieuenne agmuuaucTpatuBHoro goctyna AAA u cepsepa Radius

. Hactpoiika monutrku 0e30macHOCTH OpaHAMay pOB

. Hactpoiika cuctemsl npenorsparienus Bropxenuit (IPS)

. Hactpoiika 6e30macHOCTH Ha BTOPOM YPOBHE Ha KOMMYyTaTopax

. UccnenoBanue MeTo10B muppoBaHUS

O N0 IWIN

. Hactpoiika Site-to-SiteVPN ucnions3ys narepdeiic komaHIHON CTPOKH

10. ba3zoBas HacTpoiika 1uo3a 6e3omacHocTr ASA 1 HacTpoiika OpaHAMaydpOB HCIIONb3YS
uHTepdeiic KOMaHIHOW CTPOKH

11. ba3zoBast HacTpoiika nuTro3a 6e3onacHocTd ASA 1 HacTpoiika OpaHIMay3pOB HCITONB3YS
ASDM

12. Hactpoiika Site-to-SiteVVPN ¢ o1H0# CTOpOHBI Ha MapIIPYTH3ATOPE, HCIOB3Ys HHTEpdEc
KOMAaHJTHOW CTPOKH U C IPYTrO¥l CTOPOHBI UCIIOJIB3YS UTI03 O0e30macHoCcTH ASA ToCpencTBOM
ASDM

13. HacrpoiikaClientless Remote Access SSL VPNS ucnonezyst ASDM

42
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14. Hactpoiika AnyConnect Remote Access SSL VPN, ucnons3zyss ASDM

15. ®dunanbHas KOMIUIEKCHAs JlabopaTtopHas paboTa mo 6€30macHOCTH

Ipomexyrounasi arrectanus no M/IK.03.03 Be3onacHocThb ceTeBoii HH(pPacTPYKTYphI B hopme 1updepeHIIPOBAHHOTO 2
3ayera

qu?naﬂ npaktuka Y11.03.01 Yueonas npaktuka «kcrnyatanus cerei» u Y11.03.02 Yueonas npaktuka «be3sonacuocrn 180
cereii»

IIponsBoacTBeHHAs] TPAKTHKA (110 NMPO(UIIIO CIIeAATBHOCTH) 144
IK3aMeH 18
Bceero 794
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3. YCJIOBUS PEAJIM3ALUUA ITPOPECCUOHAJIBHOT'O MOAYJIA

3.1. MartepuajibHO-TeXHHYecKoe o0ecrneyeHue

Jlist peanuzanuu mporpaMmMbl Tpo(PecCUOHATBHOTO MOJYJISA MPEIyCMOTPEHBI
CJIeIyIOIIUE CIIeIUaIbHbIe TOMEIIECHUS:

- JlaGoparopusi OpraHuzand W TPUHIMIOB IMOCTPOEHUS KOMITBIOTEPHBIX
CHCTEM, OCHAIIlEHHasl B COOTBETCTBUU C M. 6.1.2.3 0OpazoBaTeNbHOI MPOrpaMmbl MO
crnenunaibHocTH 09.02.06 CeTeBoe U CHCTEMHOE A IMUHUCTPUPOBAHMUE;

- Ilomuron  TeXHWYECKOTO  KOHTPOJS WU  JUArHOCTUKH  CETEBOM
UHQPACTPYKTYphl, OCHAILEHHBIH B COOTBEeTCTBUU ¢ M. 6.1.2.4 oOpa3oBaTenbHOI
nporpammel 1o cneunanbHocTH  09.02.06  CeteBoe M CHCTEMHOE
aJIMAHUCTPUPOBAHHE;

- MacTepckass MOHTa)ka M HACTPOMKH OOBEKTOB CETEBOM WH(PACTPYKTYpHI,
HOJUTOH TEXHUYECKOIO0 KOHTPOJII M JIMarHOCTUKU CETEBOW HHOPACTPYKTYpBHI,
OCHAIlIEHHAass B COOTBETCTBUMU C M. 6.1.2.4 oOpa3oBaTeabHON MPOTPaMMBI I10
crietuanbHOCTH 09.02.06 CeTeBOE U CUCTEMHOE aIMUHUCTPUPOBAHUE;

- IOMEIIECHHUS 111 CAMOCTOSITENIbHOM U BOCIUTATEIbHON pabOThl, OCHAILICHHBIE
B cooTBeTcTBUU ¢ M. 6.1.2.2 00pa3zoBaTeNbHON HPOTpaMMBI MO CHEIHATBHOCTH
09.02.06 CeteBoe 1 cCTEMHOE aIMUHUCTPHUPOBAHNUE;

- 0a3pl MPAKTUKHU, OCHAIICHHBIE B COOTBETCTBUU C 11 6.1.2.5 0OpazoBaTenbHON
nporpaMMmbl 1o cneuuanbHoctd  09.02.06  CereBoe M CHUCTEMHOE
aJIMUHUCTPUPOBAHHUE.

3.2. UudopmanuonHoe odecneyenne 00ydeHus

Jlns  peanuzanuu  OporpaMMbl  OUOIMOTEYHBIM (oHI oOpazoBaTEILHOMN
OpraHW3allii  YKOMIUIEKTOBaH  MEYaTHBIMH W (WIHM)  3JICKTPOHHBIMU
oOpa3oBaTeNbHBIMH ¥ WH(OPMAIIMOHHBIMUA PECypCcaMu, PEKOMEHIOBAHHBIMH IS
MCTIOJIb30BaHMs B 00pa30BaTeIbHOM IpOIIecce.

3.2.1. OcHOBHbIE eYaTHBIE U3TAHUSI:

1. Dkcmtyatanuss 0oObEKTOB CETEBOM HMH(PPACTPYKTYphI: YUEOHHMK ISl CTYI.
yapexenuit cpea. npod. oopazoranus / moxa pea. A. B. Hazaposa. - 4-¢ uzn., crep. -
M. : U3natenwckuit neHTp "Akanemus", 2021. - 224 c. - ISBN 978-5-0054-70043-7. -
TeKCT : HemoCPEACTBEHHBIN.

3.2.2. OCHOBHBIE JIEKTPOHHbIE U3IAHUS
1. OpranuzanyioHHOEe W MpaBoBoe oOecreyeHue MHPOPMAILMOHHON O€30MacHOCTH :
y4eOHUK M MPAKTUKYM ISl CpeaHEro mnpodeccuoHaibHOro obpaszoanusi / T. A.
ITonskora, A. A. CtpenbiioB, C. I'. UyOykoBa, B. A. HuecoB ; oTBeTCTBEHHBIE
penakropel T. A. IlonsikoBa, A. A. CtpenbiioB. — Mocksa : M3garensctBo FOpaiiT,
2024, — 325 c. — (Ilpodeccuonansuoe oopazoanue). — ISBN 978-5-534-00843-2.
— Texcr : anmextponusiii // O6pa3zoBarensHas miatdhopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/537691 (mata ooOpamienus: 21.02.2024). . — Pexum poctyma:
JUISL aBTOPU3. MOJIb30BATENEH.



2. Kazapun, O. B. IIporpamMMHo-anmapaTHble CpEICTBA 3allUThl HH(DOpMAIUH.
3amuTa TpOTrpaMMHOIO obOecredeHusl : Y4eOHMK M TMPAKTUKyM JUIS CPEIHETO
npodeccuonanbaoro obpaszosanms / O. B. Kazapun, A. C. 3a6abypun. — Mockaa :

M3parensctBo HOpaiit, 2024. — 312 ¢. — (IIpodeccuonaibHoe 00pa3oBaHUE). —
ISBN 978-5-534-13221-2. — TexkcT : anextpoHHbIN // OOpa3oBaTenpHas miaTdGopma
Opaiit [caiit]. — URL: https://urait.ru/bcode/543631 (mata oOparieHwus:

21.02.2024). — Pesxxum ocTyna: I aBTOPH3. MOJIb30BaTEIICH.
3. Hecrepos, C. A. OcnoBbl unpopmaronnoi 6ezonacHoctu / C. A. HectepoB. —
3-e u3n., crep. — Cankr-IletepOypr : Jlanb, 2024. — 324 c¢. — ISBN 978-5-507-
49077-6. — TekcT : anexkTpoHHBIH // JlaHb : 2IeKTpOHHO-OMOIMOTEUHAs CUCTEMA. —
URL: https://e.lanbook.com/book/370967 (nata obpamenus: 10.04.2024). — Pexum
JOCTyTA: JIJIsl aBTOPH3. TTOJIH30BATEINCH.
4. Illepbak, A. B. HMudpopmannoHHas O€30MacHOCTb : YYEOHUK JUIsl CPEIHEro
npodeccuonanbHoro odpaszoBanus / A. B. Illlepbak. — Mocksa : M3gaTenbcTBO
FOpaiit, 2024. — 259 c. — (Ilpodeccuonansuoe oopazoBanue). — ISBN 978-5-534-
15345-3. — Tekcr : anekrponnsiid // O0pa3oBarenbHas miardopma KOpaiit [cait].
— URL: https://urait.ru/bcode/543873 (nara obpamenusi: 21.02.2024). — Pexum
JOCTYyTA: JJIsl aBTOPH3. MOJIH30BATEICH.

3.2.3. /lonoJTHUTEeIbHbI€ HCTOYHHUKH
1. Huopos, M. B. Ceru u rtenmekomMmyHukanuu. MapmpyTtuzauus B IP-cersx :
y4eOHUK M TPAKTUKYM JUIsl cpeaHero mpodeccruonansHoro odpaszoBanus / M. B.
HubpoB. — 2-e uzn., nepepad. u non. — Mocksa : UzparensctBo FOpaiit, 2024, —
423 c. — (IIpodeccuonanpHoe obOpazoBanue). — ISBN 978-5-534-16551-7. —
Texer : snextponnsiii // OOpazoBarensHas miaatdopma FOpaitt [caitr]. — URL:
https://urait.ru/bcode/544930 (mara obpamenusi: 21.02.2024). — Pexum nocrtyma:
JUUT aBTOPU3. MOJIb30BATEIIEH.
2. Tewnraiikun, E. A. Dkcruyatans OOBEKTOB CETEBOTO aJIMUHHUCTPHUPOBAHMS.
be3onacHOoCTh (PYHKIMOHUPOBAHUS HHPOPMALMOHHBIX cucteM. JlabopaTopHsble
paboTsl : yueoHOe nocobue mis cro / E. A. Tenraiikun. — Cankrt-IletepOypr : Jlans,
2022. — 80 ¢. — ISBN 978-5-8114-8692-2. — Tekct : snextpoHHbii // JlaHb :
aJIeKTpOHHO-OMOIMoTeunas cucrema. — URL: https://e.lanbook.com/book/197546
(mata oOpamenus: 27.01.2023). — Pexxum goctyma: 1jis aBTOpU3. MOJIb30BaTEIEH.
3. Jloch, A. b. Kpunrorpaduueckue METOIbI 3aITUTHI HHPOPMAITUU JIJI N3YYaIOIIUX
KOMIIBIOTEpHYIO Oe3omacHocTh : ywyeOnuk ansa By3oB / A. Bb. Jlocs, A. IO.
Hecrepenko, M. U. PoxkoB. — 2-e u3z., ucnp. — Mocksa : U3natensctBo HOpaiir,
2024. — 473 c. — (Bricmee oopazoBanue). — ISBN 978-5-534-12474-3. — Texkcr :
anekTpoHHbii  //  OOpazoBarenpHas 1atdopma IOpaiit  [caitit]. — URL:
https://urait.ru/bcode/536132 (mara obpamienus: 21.02.2024). — PexxuM aoctyna:
JUJT aBTOPU3. MOJIB30BATEIIEH.
4. Mbi3aukoBa, T. A. OcHOBbI HH(OPMAITMOHHON 0€30MaCHOCTH : yueOHoe nocodue /
T. A. MeizaukoBa. — Omck : OMI'VIIC, 2017. — 82 ¢. — ISBN 978-5-949-41160-
5. — Texcr : anexTpoHHbIH // JIaHb : 37eKTpOHHO-0MOIMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/129192 (mara oOpamenus: 09.02.2023). — Pexum
JOCTyTA: JIJIsl aBTOPH3. TTOJIH30BATEIICH.

18



4. KOHTPOJIb 1 OHEHKA PE3YJbTATOB OCBOEHMUS
HPOPECCHUOHAJIBHOI'O MOAYJIA (BUOA AEATEJIBHOCTH)

Kon u HaumeHnoBanue
po)eCCHOHAIBHBIX U OOIITHX
KOMITETEHITHH, POPMUPYEMBIX

B PaMKaX MOIYJIS

Kpurepuu oueHku

MeTto bl OLlEHKHT

[IK 3.1. OcyiiecTBisiTh
MPOEKTUPOBAHUE CETEBOU

HHDPACTPYKTYPBI

O11eHKa «OTIMIHOY -
TEXHHYECKOE 33J[aHUEC
IPOAHAIN3UPOBAHO, AJITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHHUUYCCKOMY 3aJIaHHIO U
0(OpMIICH B COOTBETCTBUU CO
CTaH/IapTaMH, MOSICHEHBI €r0
OCHOBHBIE CTPYKTYpBI.

O11eHKa «XOPOIII0Y -AJITOPUTM
pa3paboTaH, 0OpMIICH B
COOTBETCTBHH CO CTAHIapPTaMH H
COOTBETCTBYET 3a/[aHUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYpBI.

O1ieHKa «y/I0BJIETBOPUTEIBLHO)
- QJITOPUTM pa3paboTaH U
COOTBETCTBYET 3a/IaHUIO.

Ok3aMeH B popme
co0eceI0BaHuUs: TPAKTHIECKOES
3a/IaHKe M0 MTIOCTPOCHUIO
aNITOPUTMA B COOTBETCTBUH C
TEXHUYCCKUM 3aaHHEM

3amuTa 0T4ETOB 10
NPaKTHIECKUM paboTam

1K 3.2. O6cnyxuBathb
ceTeBble KOH(pUTYpalu
MIPOrpaMMHO-aNapaTHBIX
CpEICTB

OrneHkKa «OTJIUYHO -
TEXHUYECKOE 3a/I1aHNe
MIPOaHATU3UPOBAHO, ANITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33/1aHUI0 U
o¢popMIIEH B COOTBETCTBUU CO
CTaH/IapTaMHU, TIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «X0poII0» -aITOPUTM
pa3paboraH, 0opopMIIEH B
COOTBETCTBHUH CO CTaHJApTaMH U
COOTBETCTBYET 33/1aHUIO,
MOSICHEHBI €70 OCHOBHbBIE
CTPYKTYPBHI.

O1eHKa «y10BJIEeTBOPHUTEIBHOY
- QITOPHUTM pa3paboTaH u
COOTBETCTBYET 3a/IaHUIO.

Ok3aMeH B Gpopme
co0eceI0BaHMs: MPAKTHYECKOE
3a/1aHHEe 10 MTOCTPOCHUIO
aJIrOPUTMA B COOTBETCTBUH C
TEXHUUYECKUM 33/IaHHEM

3amnmra OTYETOB 110
MPAKTUIECKUM PaboTaM
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[IK 3.3. OcyiiecTBiasiTh
3aIUTy HH(POPMAITUU B CETH C
HCIIOJIB30BaHUEM
MIPOrpPaMMHO-AINMapaTHBIX
CpEICTB

OLeHKa «OTJIHYHOY -
TEXHUYECKOE 3a/I1aHHe
MIPOAHATH3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUUYECKOMY 3aJJaHUI0 U

o opMIIEH B COOTBETCTBUU CO
CTaHJIapTaMH, TIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPBI.

OreHKa «XOPOII0Y -AITOPUTM
pa3paboTan, 0oOpMIICH B
COOTBETCTBHUH CO CTAHJAPTAMU U
COOTBETCTBYET 3aJJaHUIO,
MTOSICHCHBI €T0 OCHOBHBIE
CTPYKTYPBIL.

OreHKa «y/10BJI€TBOPUTETIHHOY
- QITOPUTM pa3paboTaH u
COOTBETCTBYET 3aJJaHHIO.

Ok3aMeH B popme
cobece10BaHMS: TPAKTHIECKOE
3aJ1aHue 10 MOCTPOCHHIO
QITOPUTMA B COOTBETCTBHH C
TEXHUYIECKUM 33aHHEM

3amura 0OTYETOB I10
MIPaKTUYECKUM paboTam

[IK 3.4. OcyecTBasTh
YCTpaHEHUE HETUITUYHBIX
HEUcCIpaBHOCTEH B paboTe

CeTeBOM MHPPACTPYKTYPHI

O1cHKa «OTJIMYHO -
TEXHUYECKOE 3a[aHUC
MIPOAHATU3UPOBAHO, AITOPUTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33/IaHUI0 U
0(OpMIICH B COOTBETCTBUU CO
CTaHJapTaMH, TIOSICHEHBI €T
OCHOBHBIE CTPYKTYPBHI.

O1eHKa «XOPOIL0Y -aJrOPUTM
pa3paboraH, opopMIIEH B
COOTBETCTBHUH CO CTaHAapTaMH 1
COOTBETCTBYET 3aJaHHIO,
TIOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBI.

O1reHKa «y/10BJIE€TBOPUTETBHOY
- QITOPUTM pa3paboTaH U
COOTBETCTBYET 33IaHUIO.

Ok3aMeH B popme
co0eceI0BaHMs: MPAKTHYECKOE
3a/1aHHE IO TIOCTPOCHUIO
aITOPUTMA B COOTBETCTBUH C
TEXHUUYECKUM 33a/IaHHEM

3amuTa 0T4ETOB IO
NPaKTUIECKUM padboTam

1K 3.5. MoaepHHU3MpoOBaTh
CETEBbIE YCTPOMCTBA
nH(bOpMAaIMOHHO-
KOMMYHHMKAIIMOHHBIX CHCTEM

OlLleHKa «OTJIHYHOY -
TEXHUYECKOE 3a/laHue
MPOAHATN3UPOBAHO, AITOPHTM
pa3paboTaH, COOTBETCTBYET
TEXHUYECKOMY 33/IaHUI0 U
o(opmIIeH B COOTBETCTBUU CO
CTaHJapTaMH, TIOSICHEHBI €T0
OCHOBHBIE CTPYKTYPHI.

O1eHKa «XOPOII0Y -AITOPUTM
pa3paboraH, 0opopMIIEH B
COOTBETCTBHH CO CTAHAPTaAMH U
COOTBETCTBYET 3aJJaHMUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBI.

OreHKa «y10BJIETBOPUTETbHOY
- QITOPHUTM pa3paboTaH U
COOTBETCTBYET 3aJJaHHIO.

Ok3aMeH B popme
cobece10BaHUs: IPAKTUYECKOE
3aJ1aHue 0 MTOCTPOCHHIO
ITOPUTMA B COOTBETCTBHH C
TEXHUYECKUM 3aJ[aHUEM

3amnmra OTYETOB I10
MIPaKTHIECKUM paboTam
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OK 01. Beibupats criocoOsr
pelieHus 3a1a4
npoheCCHOHATLHON
JeATEIbHOCTH,
MPUMEHUTEIBHO K PA3THYHBIM
KOHTEKCTaM.

— 00OCHOBAaHHOCTB ITOCTAHOBKH
11€JIM, BEIOOpA U IPUMEHEHUS
METOJIOB ¥ CITOCOOOB pEIICHUS
po(heCcCHOHANBHBIX 3a71a4;

- aJICKBaTHas OLICHKA U
camoolnieHKa 3P PEKTUBHOCTH U
Ka4eCTBa BBITOJIHCHHUS
npoeCCHOHATBHBIX 33124

OIT 02. Ucnonb3oBarh
COBPEMEHHBIC CPEIICTBA
MOUCKA, aHaJIHM3a U
WHTEepIpeTaIuy nHGOpMaIHK
1 HH(pOpPMaITMOHHBIC
TEXHOJIOTUH JIJI51 BBITTOJIHEHHSI
3a11a4 MpodecCHOHATBHON
JESATEIbHOCTH

- UCII0JIb30BaHUE Pa3InYHbIX
HMCTOYHHUKOB, BKIIIOYAS
AJIEKTPOHHBIE PECYPCHI,
Meauapecypcsl, UHTepHeT-
pecypchl, IEpUOINYECKUE
W3/IaHUSI TIO CIICIIUATIBHOCTH JJIS
perieHus npodeccuoHaIbHbIX
3agau

OK 03. TlnanupoBath u
peann30BbIBaTh COOCTBEHHOE
po¢eccCHOHATIBLHOE U
JMYHOCTHOE Pa3BHUTHE,
HPEANPUHUMATEIBCKYIO
NS TEIBHOCTD B
npodeccuoHaIbHOM chepe,
WCTIOJIB30BATh 3HAHUS 110
MIPaBOBON M (PMHAHCOBOM
TPaMOTHOCTH B PA3JTMIHBIX
KM3HEHHBIX CUTYaIUsIX

- ACMOHCTpauursa OTBETCTBECHHOCTU
3a IIPUHATHIC PELICHUS

- 000CHOBaHHOCTb CaMOAHAIIN3a U
KOPPEKIIHsI pe3yJIbTaToB
coOCTBEHHOU pabOTHI;

OK 04. 3¢ dexTuBHO
B3aMMO/IEHCTBOBATh U
paboTaTh B KOJIJIEKTUBE U
KOMaH/Ie

- B3aUMO/JICHCTBHE C
00yJaroLMucs,
Mpero/IaBaTe MU U MacTepaMu B
X0J1€ 00y4YeHus, ¢
PYKOBOJUTENIMH YU€OHOH U
MPOU3BOJICTBEHHOH MPAKTHK;

- 000CHOBaHHOCTb aHAJIN3a
paboOTHI WIEHOB KOMaH/IbI
(MTOTYMHEHHBIX )

OK 05. OcymiecTBisTh
YCTHYIO Y TUCbMEHHYIO
KOMMYHHUKAITUIO HA
rOCyJapCTBEHHOM SI3bIKE
Poccuiickoit @enepanuu ¢
y4eTOM 0COOEHHOCTEH
COIMAIHBHOTO ¥ KYJIbTYPHOTO
KOHTEKCTa

-TPaMOTHOCTb YCTHOM U
MACbMEHHOW peyH,

- ICHOCTb (POPMYIHPOBAHUS U
W3JI0KEHUS MBICIIEH

OK 06. IIposBusaTs
IpaKAaHCKO-TIATPUOTUIECKYIO
MO3HINIO, IEMOHCTPHPOBATH
OCO3HAHHOE MOBE/ICHUE Ha
OCHOBE TPaJUIINOHHBIX
POCCUMCKHX AYXOBHO-
HPaBCTBEHHBIX [ICHHOCTEH, B

- COOJTI0/IEHE HOPM TTOBEICHUS
BO BpeMs YU€OHBIX 3aHATHUH U
MIPOXOXKICHHS YICOHOU U
IIPOU3BOJCTBEHHOM IIPAKTUK,

Nurepnperanus
pe3ysIbTaTOB HAOIIOACHUIN
3a JIeATEIbHOCTHIO
oOyJarorerocst B mporecce
OCBOCHHSI 00pa30BaTeIbHOMN
MIPOTPaMMBbI

DKcrepTHOE HaOMI0ICHUE U
OIIEHKA Ha MPaKTHYECKUX
3aHATUSIX, IPU
BBITIOJIHEHUH padoT 10
yueOHOM 1
MIPOU3BOJICTBEHHOM
MPaKTUKaM

DK3aMeH
(kBaTM(pUKAITMOHHBIN )
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TOM YHCIIE C y4ETOM
rapMOHU3aLUU
MEKHALlMOHAJIbHBIX U
MEKPEIIUTHO3HBIX
OTHOILEHUM, IPUMEHSATH
CTaHJAPTHI
AHTUKOPPYILIUOHHOIO
IIOBE/ICHUS

OK 07. ConeiicTBOBaThH
COXPaHEHMIO OKpYXKarolen
cpenbl, pecypcocOepexeHuIo,
MPUMEHSTH 3HaHUS 00
M3MEHEHUHU KJIMMaTa,
MIPUHITUITBI OEPEHKITNBOTO
MPOM3BOICTBA, Y (HEKTUBHO
JIECTBOBATH B YPE3BBIYANHBIX
CHUTYaIUIX

- 3(eKTUBHOCTH BBITIOJIHCHUS
npasui Th Bo Bpems yueOHbIX
3aHATUHN, TIPU TPOXOKIACHUU
y4eOHOM ¥ TPOU3BOACTBEHHOM
MIPAKTUK;

- 3HaHUE U MCTIOJIb30BaHHE
pecypcocOeperarmmx
TEXHOJIOTHl B 00s1acTH
TEJIEKOMMYHUKAIUT

OK 08. Ucnonn3oBath
cpencTBa PU3MUECKOM
KYJbTYPBI JJIs1 COXPAHCHUS 1
YKpEIUICHUS 3JI0POBbS B
npoiiecce npodeccHoHaNbHOM
JESITeIbHOCTH U MOIICPKAHUS
HEOO0XOUMOTO YPOBHS

- 3¢ ($EKTUBHO UCTIOIB30BaATh
cpeacTBa GU3NIECKOH KYIbTYpHI
JUISL COXPaHEHHS M YKPETUICHUS
3JI0POBBSI B TIPOLIECCE
npodecCHOHATBHOM eI TENEHOCTH
U TIO/JIepKaHHEe HEOOX0IMMOTO
YPOBHS (pU3HUYECKOI

¢buznyeckoit MOJITOTOBJICHHOCTH.
MTOATOTOBJICHHOCTH

OK 09. ITomp30BaTbCs - 3(PEKTUBHOCTH MCITOIL30BAHUSI
npoeccroHaIbHOM npodeccrnoHaTbHOM

JNOKyMEHTalUen Ha
roCyAapCTBEHHOM H
MHOCTPAHHOM SI3bIKax

JIOKyMEHTaluen Ha
TOCYJapCTBEHHOM U HHOCTPAaHHOM
SI3BIKAX
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