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1. OBIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI
IMPOPECCHUOHAJBHOI'O MOAYJIA
IIM.01 HACTPOUKA CETEBOU HH®PACTPYKTYPbI

1.1. Heap u niiaHupyeMble pe3yJbTaThbl 0CBOCHHS MPO(PecCHOHATIBLHOI0 MOAYJISI
B pesynbpraTte nzydeHus npopeccuoHaIbHOIO MOJIYJS O0y4YarOUIHiics TOMKEH OCBOUTH BUJ

nestensHoctn BJ] 1. Hactpoiika cereBoii MHQPACTPYKTYphl COOTBETCTBYIOIIME €My OOIIHe
KOMITETEHIMH U TPO(HEeCCHOHATbHBIE KOMIIETCHIINHN:

1.1.1. TlepeveHn OOITUX KOMITETESHITUI

Kon

HaumMmeHoBaHmMe 00X KOMIIETEHIIUN

OK 01.

BriOupats ciocoOs! perieHus 3a1a4 npodhecCHoHaIbHON AEATEeIbHOCTH TPUMEHUTEIBHO
K pa3JINYHbIM KOHTEKCTaM

OK 02.

Hcrosnp30BaTh  COBPEMEHHBIE  CPEACTBA  IOMCKA, AaHAIW3a ¢ WHTEPIpETAINd
uHpopMaMi W WHGOPMAMOHHBIE  TEXHOJIOTMH  JUIA  BBINOJHEHUWS  3a1a4
poecCHOHABHOM IeATEIIBHOCTH

OK 03.

[InanupoBaTh W peann30BBIBATH COOCTBEHHOE MPOPECCHOHATBHOE M JMYHOCTHOE
pa3BuTHE, MPENNPUHUMATEIBCKYIO JIeSTeIbHOCTh B mpodeccuoHanbHOH — cdepe,
WCIOJIb30BaTh 3HAHUS MO MPABOBOM U (PUHAHCOBOM TPaMOTHOCTH B Pa3IMYHBIX
KU3HECHHBIX CUTYaITHSIX

OK 04.

D dexTHBHO B3aMMOICHCTBOBATE U pa0OTaTh B KOJUICKTUBE M KOMaH/IC

OK 05.

OcCyIecTBIATh YCTHYIO M MUCbMEHHYI0 KOMMYHMKAIIMIO Ha TOCYAapCTBEHHOM SI3bIKE
Poccuiickoit @enepanyi ¢ y4eTroM OCOOEHHOCTEH COLUAIbHOIO M KYJIBTYPHOI'O
KOHTCKCTa

OK 06.

[IposiBIATE TpaxkAAHCKO-TATPUOTUYECKYI0 MO3ULHUI0, JEMOHCTPUPOBATH OCO3HAHHOE
IIOBE/ICHUE HA OCHOBE TPAIULIMOHHBIX POCCUICKUX TYXOBHO-HPAaBCTBEHHBIX LIECHHOCTEM,
B TOM 4YHCJIE C Y4YETOM TapMOHHM3allMM MEXHAIWOHAIBHBIX W MEXPEIUTHO3HBIX
OTHOILIEHUH, IPUMEHSTh CTaHAPThl aHTUKOPPYILIMOHHOTO TIOBEICHUS

OK 07.

CopnelicTBOBaTh COXpPAHEHUIO OKpY’KalOIIEeH Cpelbl, PecypcocOepekeHUI0, IPUMEHTh
3HaHUA 00 U3MEHEHUHU KJIMMaTa, IPUHIIUIIBI OepeKIMBOrO MPOU3BOICTBA, 3PPEKTUBHO
JIECTBOBATh B UPE3BBIYAHBIX CUTYALUSAX

OK 09.

Ilonw30BaThCA HpO(i)eCCI/IOHaJ'ILHOI\/’I HOKYMCHTaHHeﬁ Ha ToCyaapCTBECHHOM 151
HHOCTPAHHOM S3bIKax

1.1.2. Tlepevenp mpodeccuoHATBHBIX KOMIIETSHIINH

Kon HaumenoBanue Buaa AesITeIbHOCTH U MPOGECCHOHATbHBIX KOMIETEHIIUI

B/I 1. Hactpoiika ceTeBoii HHPPaCTPYKTYpbl

IK 1.1. JIOKyMeHTHpOBaTh  COCTOSSHMA ~ MH()OKOMMYHHMKALIMOHHBIX ~ CHCTEM W HX
COCTABJISIOUINX B IIPOLECCE HANAIKH U SKCIUTyaTalluu

K 1.2. [TognepxuBath pabOTOCITOCOOHOCTH aIMapaTHO-MPOTPAMMHBIX CPEICTB YCTPONCTB
MH(POKOMMYHUKAITMOHHBIX CUCTEM

IK 1.3. YcTpaHATh HEHCIIPABHOCTH B paboTe MHPOKOMMYHHUKAIIHOHHBIX CHCTEM

[IK 1.4. [IpoBOoINTH NpPHUEMO-CHATOYHBIE HCIBITAHUS KOMIBIOTEPHBIX CETEH U CETEBOrO
000pyI0BaHUS PA3JIMYHOTO YPOBHS U OIIEHKY KaueCTBa CETEBOM TOMOJIOTHUHU B paMKax
CBOEU OTBETCTBEHHOCTH

[IK 1.5. OcymecTBIATh pe3epBHOE KOMMPOBAHUE U BOCCTAHOBJIEHHE KOH(UTYpAIIH CETEBOTO
o0opynoBaHus HH(POPMALIMOHHO-KOMMYHHUKAITHOHHBIX CUCTEM

IIK 1.6. OcymiecTBIATh HHBEHTAPU3AIMUIO TEXHUYECKHX CPEJICTB CETEBOM HMHQPPACTPYKTYPHI,
KOHTPOJIb 000pYyJOBAHUS TTOCIIE IPOBEJICHHOTO PEMOHTA

IIK 1.7. OcymiecTBIATh pPETIaMEHTHOE OOCIY)XKMBAaHHWE W 3aMEHY DPACXOAHBIX MaTepUaJIOB

nepudepuitHOr0, CETEBOr0 U CEPBEPHOTO 00OPYIOBAHUS MH(DOKOMMYHHKAIIMOHHBIX




| cuctem

1.1.3. B pe3ynbrare ocBoeHHs TPO(HEeCCHOHATEHOTO MOAYIISI 00 YIarOIIHIACS JOKEH:

Bnaners
HaBBLIKAMU

COCTABJICHUSI PETVIAMEHTHBIX OTYETOB O 3aMEUEHHBIX OTKJIOHEHUAX OT IITATHOTO PEKUMa
(hyHKIMOHMPOBaHHS MH(POKOMMYHHKAIMOHHBIX CHCTEM;

AOKYMCHTHUPOBAHUA 06a3oBoit KOH(bI/IpraLII/II/I " IIporpaMMHOI0 obecrneueHus yCTpOﬁCTB
I/IH(bOKOMMYHI/IKaIII/IOHHLIX CUCTEM,

YCTaHOBKHM MH()OKOMMYHUKAIIMOHHBIX CUCTEM Ha PabOYMX MECTaX COTJIACHO TPYIOBOMY
3aJaHHIO;

BBIMOJIHEHHST IMATHOCTHKY aIMapaTHBIX OMIMOOK YCTPOHUCTB WHPOKOMMYHHKAITHOHHBIX
CHUCTEM;

JEMOHTaka W 3aMEHBbl  Yy3J0B W DJJIGMEHTOB  OTICIBHBIX  YCTPOMCTB
WH(OKOMMYHHUKAITMOHHBIX CUCTEM, B TOM YHCJIe IEpUPEpUHHOTO 000PYAOBAHHS;

BBISIBJICHUS COOEB M OTKA30B CETEBBIX yCTpOfICTB 1 OIIEPALIMOHHBIX CUCTEM,

orpenesieHus cO0eB M OTKA30B CETEBBIX YCTPOMUCTB 1 ONEPALIMOHHBIX CUCTEM;

yCTpaHEHHs TMOCIEICTBUH COOCB M OTKAa30B CETEBBIX YCTPOWCTB W OINEpalMOHHBIX
CHCTEM;

OIpeieicHHsT TPUYMH BO3HUKHOBEHWS KPUTHUUSCKMX HWHIMAEHTOB TMpuU  paboTe
MPUKIIAHOTO TPOrPAMMHOT0 00ECTICUeHNSI;

IMOATOTOBKHU K IMPOBECACHUIO ITPCABAPUTCIILHBIX HCHLITaHI/Iﬁ;

cocTaBlieHHs rpaduKa peaBapuUTEIbHbBIX HCTIBITAHNUN;

OITOBEIICHHMS MOJIb30BaTEIeH O BO3MOXKHBIX MEPEPHhIBAx B IIPEAOCTABJICHUU CCPBHUCOB,

BBITTOJIHEHUA ITPEABAPUTEIIbHBIX HCHBITaHI/Iﬁ;

BOCCTaHOBJICHUS TIAPAMETPOB TI0 YMOJYAHHUIO COTJIACHO JOKYMEHTAIIUM OTEpPaIlMOHHBIX
CHUCTEM;

BOCCTAHOBJICHHA ITApaMETPOB IIPU TOMOIIHU CEPBEPOB APXUBUPOBAHMUS,

BOCCTaHOBJICHUS TTAPaMETPOB P MOMOIIU CPEACTB YIPABICHHUs CHELUATM3UPOBAHHBIX
OIEPAlMOHHBIX CHCTEM CETEBOT0 000PYI0BAHUS;

IUIAHUPOBAHUSI ~ PACHMCAHMSl  apXUBHUPOBaHUs M apXUBUPOBAHUE  IapaMeTpOB
TI0JIb30BaTENbCKHUX YCTPOICTB;

COIIPOBOXICHUS CepBEPOB apXUBHPOBAHUS MIPOTrPaMMHOTO obecnieueHus
WHPOPMAIMOHHO-KOMMYHUKAIIMOHHON CUCTEMBI,

MOHUTOPHUHI'Aa NPOBEACHHOIO IIJIAHOBOT'O ApXUBUPOBAHUA I10JIB30BATCIIbCKUX yCT’pOﬁCTB;

MIPOBEACHNA MHBCHTAPU3ALlUN,

INPOBEPKU OTUCTOB 110 pPE3YyJIbTaTaM HWHBCHTApU3allMM W CIIMCAaHUA allllapaTHbIX,
MMPpOrpaMMHO-aNIIapaTHLIX U IIPOTrPAMMHBIX CPEACTB,

(UKCHpOBaHUS B  OKypHaJe  HWHBEHTapHBIX  HOMEPOB  TEXHHUYECKHX  CPEICTB
aJIMUHHCTPHUPYEMOH CETH;

(uKcupoBaHus B OJKypHaJE  MECTOPacCHOJI0KEHUs TEXHUYECKUX CpeCTB
aJIMUHHCTPHUPYEMOH CETH;

MapKHUPOBKU TCXHUYCCKUX CPCACTB a,I[MHHPICTppreMOfI CCTHU,

KOHTPOJIAA OCTAaTKOB 3aIl1aCHBIX yacTel u 060py,[[OBaHI/I$I oA 3aMCHY,

KOHTPOJIsI coOmtoaeH s rpaduka npouIakTHIEeCKoro 00CIy >KUBaHUs 000pyOBaHuUS;

BHCCCHUS JaHHBIX O MPOBCACHHBIX pa60Tax B I/IH(I)OpMaI_[I/IOHHyIO CUCTCMY YIIPABJICHUSA
3aracaM 1 pCMOHTOM;

BHECCHUS JJAHHBIX 00 HMCIOJIB30BAaHHBIX 3aIMaCHBIX YacTAX B WHPOPMAIMOHHYIO CUCTEMY
YIpaBIEHU 3amacaMu 1 PEMOHTOM;

YmeTh

TIOJIB30BAaThCA HOpMaTI/IBHO-TGXHPI'{CCKOﬁ ,I[OKYMCHTaL[HGfI B obnactu
I/IH(l)OKOMMyHI/IKaIII/IOHHBIX TCXHOHOFHﬁ;

COHpOBO)KI[aTB/ BCCTH TCXHUYCCKYIO JAOKYMCHTAIUIO oo 00BEKTaM
I/IHq)OKOMMYHI/IKaI_II/IOHHBIX CUCTEM

KOHTPOJIMPOBATh HAJMYWE W JIBIXKCHHE AalllapaTHBIX, MPOTPaMMHO-aNNapaTHBIX U
MIPOTPaMMHBIX CPEJICTB;

paboTtath ¢ HHPOPMALMOHHON CHCTEMOM TI0 YIIPABJICHUIO 3allacaMy H PEMOHTOM;

0o OpMIIATH 3asIBKM Ha MaTepHAIIbI M KOMIDIEKTYIOTHE HH(POKOMMYHHUKAITHOHHBIX

5




CHUCTEM;

MPUMEHSTh HHCTPYKLIMH MO YCTaHOBKE M AKCIUTyaTalluy NepruepuitHoro 000pya0BaHus;

BBIMOJTHATh 3aMEHY PacXOJHBIX MAaTepPHaloB M KOMIUICKTYIONUIUX TepH(epHiHHOro
000pYI0BaHHUS;

WCTIOJTB30BaTh KOHTPOJIBHO-U3MEPUTEIFHOE o0opyIoBaHme TUTS MIPOBEPKH
ANEKTPUIECKUX COETUHEHUH YCTPOMCTB HH(POKOMMYHHUKAIIMOHHBIX CHCTEM;

BBIBJIATE MW YCTpaHATb  MCXAHUYCCKUC  TIOBPCIKACHUA U I[C(I) CKThI YCTpOﬁCTB
I/IH(bOKOMMyHI/IKaIII/IOHHI)IX CHUCTCM,

I/IILCHTI/I(I)I/ILII/IpOBaTL WHIOUWOCHTBI, BO3HHUKAOONIME TIIpU  YCTAHOBKE IIPOrpaMMHOIO
06CCHe‘leHI/I}1, U IIPpUHUMATh PCIICHUC 00 U3MEHEHUH nmpoucaypbl YCTAHOBKHU,

OLICHMBATH CTEIICHh KPUTHYHOCTH UHIMICHTOR MPH PAbOTE MPHUKIATHOTO MPOTrPAMMHOTO
obecrieueHus;

YCTPAHATH BO3HUKAOIIUEC NHITUICHTBI;

MPOM3BOJUTH MOHHUTOPHHI aIMHHUCTPHUPYEMOH HH()OPMALMOHHO-KOMMYHHKALMOHHOM
CHCTEMBI;

JOKYMEHTHPOBATh YUYETHYI0 HH(OpPMALUI0 00 HCIONb30BAaHUN CETEBBIX PECYpCOB
COI'JIACHO YTBEPKACHHOMY rpaduKy;

HUICHTU()UIIMPOBATh HMHIUACHTHI, BO3HUKAIONIME MPU MPOBECACHUU MPEABAPHUTEIBHBIX
HUCTIBITAaHUH;

HCIOJIB30BATh MPOUEAYPHI BOCCTAHOBJICHUA JAHHBIX;

onpeacaATb TOYKH BOCCTAHOBJICHUA JaHHBIX;

OLIEHMBATh PUCKHU NIEPEPHIBOB B MPEIOCTABICHUN CEPBUCOB IIPU IPOBEACHUH UCIIBITAHUIA;

paboTaTh ¢ cepBepaMH apXMBHUPOBAHMS M CPEICTBAMHU YIPABJICHHUS ONEPALMOHHBIX
CHCTEM,;

BBITIOJTHATH TJIAHOBOE apXWBHUPOBAaHHME MPOTPAMMHOTO OOECIEUYECHUS ITOJIb30BATEIbCKIX
YCTPOMCTB cOTIacHO rpaduKy

paboTate ¢ JIOTOBOPHOM ¥ OTYETHOW JIOKyMEHTallMe Ha  OOCIyXKHBaeMyIo
WHPOPMAITMOHHO-KOMMYHHUKAIIMOHHYIO CUCTEMY;;

3HaThb

[paBUiia U IPOLEAYPHI ITPOBEICHNS MHBEHTAPU3ALUY;

MpaBUIa MApKUPOBKH YCTPOHCTB M 3JIEMEHTOB HMH(OPMALMOHHO-KOMMYHUKAIIMOHHON
CHCTEMBI;

OCHOBBI JCJIOIPOU3BOACTBA,

mpoucaypnl ClinCaHud TEXHUYICCKUX CPEACTB,

IIporpaMMHBLIC CPEICTBA UHBECHTAPU3alluK,

MPUHLMIIE KJIACCU(PHUKALNU U KOJUPOBaHUS HH(OpMALIUH;

TUITIOBBIC BaAPpHUAHTHI B3aUMO3aMCHACMOCTH

MIPUHIIUIIBI OPTaHU3aAUYA UHPOKOMMYHHUKAIIMOHHBIX CUCTEM IO YIPABICHUIO PEMOHTOM
1 00CTyKUBaHHUEM;

THUTIOBBIE CPOKH MPOBEICHUS POPHUIAKTHISCKHX PEMOHTOB;

TCPMUHOJIOTHA U IIpaBUJia YTCHUA TEXHUYECKOH JAOKYMCHTAIlUH,

npaBuia OoQOpMIICHHS TEXHUYECKOH JIOKYMEHTAllMM TI0 pe3yibTataM MpPOBEPKH
paboTOCTIOCOOHOCTH YCTPOMCTB MHPOKOMMYHHKALIMOHHBIX CHCTEM;

OCHOBBI apXUTCKTYPhI alllIapaTHLIX CPCACTB,

MIPUHINIIEL (PYHKIIMOHUPOBAHNS aIlMIAPATHBIX CPEJICTB BEIYNCIUTEIHHON TEXHUKH;

TUTIOBBIE PETIIAMEHTHI 00CITY)KMBAHHUS allllapaTHBIX CPEJICTB;

CITOCOOBI O6Hapy>KCHI/I$I MEXaHHUYCCKHNX HCIIOJad0K B pa60Te yCTpOﬁCTB
I/IH(l)OKOMMyHI/IKaIII/IOHHBIX CUCTEM, IPUYNHBI UX BOSHUKHOBCHUA U IPUEMBI YCTPAHCHUS

TpeOOBaHMS OXpaHbl TPyJa MpH paboTe C ammapaTHBIMH, MPOTPaMMHO-aNIapaTHBIMU U
MPOTPaMMHBIMU CPEJICTBAMH aIMUHHCTPUPYEMOU HHOOPMAIITMOHHO-KOMMYHHUKAIIMOHHOM
CUCTEMBI

TpeOOBaHUSA OXpaHBI TpyAa NMPH paboTe ¢ CETEBOW ammaparypod aaMHHHUCTPHPYESMOM
WH(POPMALTMOHHO-KOMMYHHUKAITMOHHON CHCTEMBL;

JIUIICH3UOHHBIC TPeOOBaHMS [0 HACTPOWKE U OIKCIDIyaTalldd YCTaHABIMBAEMOIO
MIPOTPaAMMHOTO 00CCIICUCHNST;

OCHOBBI apXHUTEKTYPbI, yCTPONUCTBA U (PYHKIIMOHUPOBAHUS BEIYNCIUTEIHHBIX CHCTEM;




o0mmye MpUHUUNB! (YHKIMOHUPOBAHUS ammapaTHBIX, NPOTPaMMHBIX M HPOrpaMMHO-
ammapaTHBIX ~ CPEICTB  aAMHHHCTPUPYEMOH  HMH(POPMalMOHHO-KOMMYHHUKAIIMOHHON
CHCTEMBI;

apXWTEKTypa almapaTHbIX, NPOTPAMMHBIX ¥ TIPOTPAMMHO-ANApaTHBIX  CPEICTB
aJIMUHUCTPUPYEMOH MH(POPMAIIOHHO-KOMMYHUKAIIMOHHON CHCTEMBI;

Tpe60BaHI/I$I K KOMITBIOTCPHBIM CCTAM;

APXUTCKTYpa IIPOTOKOJIOB;

CTaHJlapTU3alus CETEM;

9TaIlbl IPOESKTUPOBAHUS CETEBOI MHPPACTPYKTYPHI,

OpraHm3anys padoT MO BBOIY B AKCIUTyaTallHI0 OOBEKTOB M CETMEHTOB KOMITHIOTEPHBIX
ceTelt;

CTaHJapThl KaOeliel, OCHOBHBIC BHJIbI KOMMYHHKAI[MOHHBIX YCTPOWUCTB, TEPMHUHBI,
MIOHSTHSA, CTAHJAPTHI U TUIIOBBIE DJIEMEHTHl CTPYKTYPHUPOBAaHHON KaOeTbHOW CHUCTEMBI:
MOHTaX, TECTUPOBAHNE;

CpeJCTBa TECTUPOBAHMS 1 aHAJIN34,

MIPOTrpaMMHO-aMIapaTHhIE CPEICTBA TEXHUIECKOT0 KOHTPOJIS;

WHCTPYKLUH 110 YCTAaHOBKE aJIMUHHCTPUPYEMBIX CETEBBIX YCTPOHCTB MH(POPMAIIMOHHO-
KOMMYHHKAIIHOHHON CUCTEMBI;

OTpPacCJIEBBIC HOPMATUBHBIC ITPABOBLIC aKThI;

TUIOBBIE  CPOKM  3aKIIOYCHUS] M JCHCTBUSL  JOTOBOPOB Ha  OOCITy)KMBaHHE
MHPOPMALTMOHHO-KOMMYHHUKAITUOHHON CHCTEMBI,

HeﬁCTBYIOHlHG B OpraHusalyu JJOKAJIbHBIC aKThl HA O(bOpMJICHI/IC 3asBOK Ha MaTc¢pualbl U
KOMIUICKTYIOIIHC.

1.2. Kotn4ecTBO 4acoB, 0TBOIMMOE HA OCBOEeHHE NP0 ecCHOHATBHOI0 MOTYJIsI

Bcero gacos 722,
B TOM 4HCIIe B popMe MPAKTUYECKOM MOATOTOBKH 422 yaca.

N3 aux Ha ocBoerre MJIK 500 vacos,

B TOM YHCII€ CAMOCTOSATENbHas paboTa 25 yacoB, MPOMEKYTOUYHAs aTTecTarus 12 yacos;
npakTuku 216 gacos,

B TOM uncIe yuyeOHas npaktuka 108 wacos, mpousBoacTBenHas npaktuka 108 gacos.
[TpoMexyTodHast aTTecTaus Mo MPOoPEeCCHOHATEHOMY MOTYJTIO B (hOpMe IK3aMeHa — 6 4acoB.




2. CTPYKTYPA U COAEP KAHUE NIPO®ECCUOHAJIBHOI'O MOAYJIsA

2.1. CTpykrypa npogeccHoHaAIbHOT0 MOIYJIsl

O6BeM npohecCHOHATFHOTO MOIYJIA, aK. yac

g;’)‘;: O6yuenne mo MJIK Ipakrrku
Kozer HaumenoBanus paznenos Bceero TIPAKTU b ToM THere
MPO(GECCHOHATLHEIX a po¢ecCHOHATTBHOTO MOYJIS 4acoB YeCKOU JlaGopatopHbix Kypcosix
00IIHX KOMITETCHITHHA Bcero u CamocrosiTenbHas [pomexxyTounas IIpoussoacr
TIOATOT pabor VYuebHast
HPaKTHIECKUX pabora arTecTanyst BEHHast
OBKH . (IpoexToB)
3aHATHHU
1 2 3 4 5 6 7 8 9 10 11
K11 -TIK1.7., | Pasnea l. KomnboTepHbIE 189 62 189 62 - 9 6 - -
OK 01. - OK 07, ceTH
OK 09.
K11 -TIK1.7., | Pasmea 2. Opranusammus, 209 112 209 82 30 12 6 - -
OK01.-OK 07, NPHHIMIBI TOCTPOCHHUS H
OK 09. (pyHkunonnpoBanus
KOMIILIOTEPHBIX ceTel
NK11.-1IK17, | Pa3gen 3. Be3onacHocTh 102 32 102 32 - 4 - - -
OK01.-OK 07, KOMINBIOTEPHBIX ceTeil
OK 09.
NK11.-1K17, | YyeoHasi npaKkTuKa 108 108 - - - - - 108 -
OK 01. - OK 07,
OK 09.
K11 -1IK17, | Ilpou3BoacTBeHHAasI 108 108 - - - - - - 108
OK 01, OK 02, l'lpaKTI/IKa
OK 05., OK 06.,
OK 07., OK 09.
IIpomMesKyTOYHAS ATTECTANUSA 6 - - - - - 6 - -
Beero: | 722 422 500 176 30 25 18 108 108




2.2. TemaTuuyeckuii NJIaH U cojieprkaHue npodeccuoHaabHoro moayJs (IIM)

HaumeHnoBaHue pa3aejioB u

O6bem, akaj.

TeM NPOQeccHOHANLHOT0 Conep:kanue y4e0HOT0 MaTepraa, :;;ZZM
moxy.st (IIM), J1a00paTOpHbIE M NPAKTHYECKHe 3aHATHS, CAMOCTOATe1bHasi padoTa o0y4aromuxcs, KypcoBas padora (opme Kon IIK, OK
MEKIUCHUIIIMHAPHBIX (poeKT) NPAKTHYECKOMH
KypcoB (MIK) TOATOTOBKH,
axKkaa. 4
1 2 3 4

Pa3znes IIM 1. KomnbloTepHble ceTH 189 /62

M/K.01.01 KomnbioTepHbie ceTH 189 / 62

Pa3nea 1. BBegenue B ceTeBbIe TEXHOJIOTHH 96 /32

Tema 1.1. O0mas Coaep:xanue 4 MK 1.1, 11K 1.2.,

XapaKkTepUCTHKA BuIbl KOMIBIOTEPHBIX ceTeil. [100anbHble W JIOKAIBHBIC CETH. BHIBI CETEBBIX ApPXUTEKTYP. 1K 1.4., 1IK 1.6.,

KOMIILIOTEPHBIX ceTeil OCHOBHBIC KOMIIOHEHTBI CETEH, CETEBasl cpeda U CETEBbIe yCTpocTBa. TEXHOIOrMU MOAKIIOUECHUS IK'1.7,,
k HWurtepuner. KauectBo u HajexxHOCTh ceTeil. OCHOBHBIE TOHSTHS CETEBOM OE€30MACHOCTH. OK01., 0K 02,
TenneHuuu pa3BUTHs ceTel (C))If( %A% (C))If( %59

Tema 1.2. CereBble Coaep:xanue 6 MK 1.1., 11K 1.2.,

MPOTOKOJbI U KomupoBanne u mapamerpsl cooOmieHusi. CeTeBble MPOTOKOINBL. B3ammojeiicTBre MPOTOKOIOB. K 1.4, TIK 1.5,

KOMMYHHKAIIMH Ha6op mporokonoB TCP/IP u mpouecc o6meHa panHbIMH. OpraHu3aniy MO CTaHIapTH3ALUH: [IK'16, K 1.7,
ISOC, IAB, IETF, IEEE, ISO. Muoroyposuessie moaenun OSI u TCP/IP. MHKancymaius JaHHbIX. OK 01, OK 02,
ITporokonbHbie Onoku manHHbix (PDU). Jloctyn k sokambHbIM pecypcam. CeTeBasi ajpecarius. %If( %A% %112%59
MAC- u IP- agpeca. loctym k ynanéauasiM pecypcam. Lnro3 o ymonganuro b '

Tema 1.3. Ceresoii noctyn | Conep:kanue 6 MK1.1., 1K 1.2,,
[Iporokonsl ¥ craHmapThl (usuueckoro ypoBHs. CrocoObl momkiatodeHus K cetu. CeTeBble NK'1.3., TIK 1.4,
nntepdericapie Tiatel (NIC). Cpenbl mepemaun JaHHBIX W HX XapaKTEPUCTHKH: IPOITYCKHAs IIK15, K16,
CIOCOOHOCTB, IPOU3BOAUTENBHOCTh. Bubl MenHbIX ceteBbix kabener: UTP, STP, koakcuanbHBIN. OK 1(;[1K %)Z( 02
PaznoBHAHOCTH, OCOOEHHOCTH TPOKIAAKH M TeCTHpoBaHHA Kabeneil. CTpykTypa M OCOOEHHOCTH OK 0 4 OK 05.
MPOKJIAJIKH ONITOBOJIOKOHHBIX Kabeneii. becripoBoaubie cpencrsa nepenaun ganusix. Crangapt Wi- OK 07_" OK 09_'

Fi IEEE 802.11.

KanasbHbIl ypOBEHD M €ro MoaypoBHH: YnpaBieHue sorudeckum kanamom (LLC) u Yopasienue
noctynoM Kk cpene nepenadn naHHeix MAC. CTpykTypa Kajpa KaHaJIhHOTO YPOBHS M TPUHIIUIIBI
ero hopmupoBanus. CTaHAApPTHl KAHATHHOTO YpOBHS. DHU3MUECKast W JIOTHUECKAsT TOIOJIOTHS CETH.
Tomonornun «TOYKa-TOYKA», «3BE3/Ia», «IOJHOCBS3aHHAS», «KOJbIeBas». l[lomymyruiekcHas wu
MOJTHOAYIUIEKCHA repeaada qanusix. Ocodennoctn kagpos LAN, WAN, Ethernet, PPP, 802.11.
KoHconbHBIN 10CTYT, yaaneHHbIi qocTyn ¢ momoinkio Telnet u SSH, ucrnons3osanue mopra AUX
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Tema 1.4. CereBule
Texnosorum Ethernet

Coaep:xanue

CemeiicTBo ceteBbix TexHosoruii Ethernet. Tlpunmmn paGotsr Ethernet. BsaumopeiictBue Ha
noaypoBusix LLC u MAC. Ympasnenue noctynom k cpene nepeaaun aanueix (CSMA). MAC-
anpec: unentudukarms Ethernet. Atpubytsr kagpa Ethernet. TIpencrasmenuss MAC-ampecos.
OnHO- ¥ MHOTO3JIPECHOM, IMUPOKOBeNIaTeIbHON pacchuiok. CkBo3HOe noakmoueHue, MAC- u IP-
azpeca.

ITporokou pasperieHus aapecoB (ARP): mpuHIumb! paboTh, poJib B MPOIECCEe YAATEHHOTO 0OMeHa
nanHeiMu. Tabmuubl ARP Ha cereBbix ycTporicTBax. OCHOBHBIE HegocTaTku mpoTtokona ARP -
Harpy3ska Ha cpeny nepenauu JaHHBIX U 0€30HaCHOCTb.

OcHoBHas uH(opManus o noprax kommyraropa. Tadnuna MAC-aapecoB kommyTatopa. OyHKIMsA
Auto-MDIX. ®ukcupoBanHass ¥ MOIyJdbHas KOHPUTypanmuu KOMMYTaTopoB. (CpaBHEHHE
KOMMyTAallid  ypoBHA 2 W ypoBHA. BupryampHbslii uHTepdeiic kommyrtatopa (SVI),
Mapmpytusupyemsiii mopt, EtherChannel yposus 3. Kondurypanus mapupyTusupyemMoro nopra

MK 1.1, K 1.2,
MK 1.3, IIK 1.4,
K 1.5, IIK 1.6,
K 1.7,
OK 01., OK 02.,
OK 03., OK 04,,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.5. CereBoii
YpOBeHb

Coaep:xanue

CereBoll ypoOBEeHb B Ipollecce Mepeaadyd OaHHbIX. [IpoTokosbl cereBoro ypoBHA. (OCHOBHBIE
xapakrepuctuku |P-potokona. Ctpykrypa maketroB IPv4 u IPV6. OcobeHHOCTH 1 TIPEUMYIIIECTBA
npotokona Pv6. Meroasl MapmipyTusanuu - y3doB.  Tabmuia  MaplpyTH3aliMd — y37I0B U
MapuipytuzaTopa ais npotokonoB IPv4 u IPV6. YcrpoiictBo mapmpyTtuzaropa — Ilpoueccop,
namsTh, omnepanuoHHas cucrema. [loaxmioueHne K MapLIpyTH3aTOPy 4epe3 pasiIddHbIe MOPTHI.
Hacrpoiika HWCXOAHBIX TIapaMeTpoB, HMHTEpEWCOB, NLII03a MO YMONYaHUIO H JIPYTHX
XapaKTePUCTUK MapIIPyTH3aTOpa

MK1.1,IK 12,
K13, IIK 14,
K 1.5, IIK 1.6.,
K 1.7.,
OK 01, OK 02,,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.6. TpaHcnopTHBII
YPOBeHb

Copep:xanue

Haznauenwue u 3a1a4u TpaHCIIOPTHOT'O YPOBHSI.

MyJbTUIUIEKCUPOBaHUE ceaHCOB cBsi3u. OmucaHue W cpaBHeHuWe mpoTokosoB TCP u UDP —
Ha/I&KHOCTb M NPOU3BOJUTEIBHOCTh, 00JacTh NMPUMEHEHHs. Anpecalys MOPTOB W CErMEHTALMs
TCP u UDP. O6men nanabiMu o TCP. Ipoueccsr TCP cepsepa. Ycranosnenue TCP-coeannenus
u ero 3aBepuieHue. [IpuHunmns! «rpéxcroponHero pykonoxatusi» TCP. Hané&xHocTs 1 ynpasieHue
notokoM TCP - [TonTBep:kieHre MONMyYeHHsT CETMEHTOB, MOTEPs JJaHHBIX U MMOBTOPHAS Teperaya,
ynpasieHue nmotokom. OOmeH nanHeiMU ¢ ucnonb3zoBanuem UDP. Ilpoueccwr u 3ampocst UDP-
cepsepa, UDP-natarpammsl, nporieccbl UDP-kinuenta. [punoxkenus, ncnomns3yromue UDP u TCP

MK1.1,IK12,
MK 1.3, K14,
K 1.5, IIK 1.6,
K 1.7,
OK 01, OK 02,,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 1.7. YpoBensn
NPUJI0KEHU I

Coaep:xanue

YpoBeHb  NPUIOKEHWM, YpOBEHb MPEACTABICHHMS U CEAHCOBBIM  ypoBeHb. IIpumMepsl
pacnpocTpaHeHHbIX mpuiiokenuit. [Iporokossl ypoBHs npunoxenuit. OnHopanrossie cetu (P2P).
Mouenb THIa «KJIHeHT-cepBepy». O630p nporokosioB HTTP, HTTPS, SMTP, POP u IMAP. Ciyx6a
nomeHHbIX UMEH (DNS). ®opmar coobmienuii u uepapxust DNS. Yrumura «nslookupy». Ciyx6a
DHCP. IIporokon mepemaun (aitno (FTP). IIporokon oOMeHa GIOKaMH CEPBEPHBIX COOOIIEHUIMA

MK1.1,IK12,

MK 1.3, 11K 1.4,

MK 1.5, IIK 1.6.,
K 1.7,

OK 01, OK 02,,

OK 03, OK 04,,

OK 05., OK 06.,
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(SMB). Konnermniuu «Bceobsemimomuii Matepuer» BYOD. JoctaBka JaHHBIX 10 KOHBEPTEHTHBIM OK 07., OK 09.
CeTsIM
Tema 1.8. IP-agpecauus Conep:xanue 6 K 1.1, K 1.2,
Crpykrypa IPv4-ampecoB. CereBast u y3moBas yacte [P-anmpeca. [IpeoOpazoBanue ampecoB Mexmy IIK'1.3, IK'1.4,,
JBOUYHBIM U JICCATEPUYHBIM MpeacTaBieHneM. Macka noncetu IPv4. CereBoit aapec, aapec y3ia u IIK15, K16,
IIMPOKOBeIATeNbHbIH aapec cetu [Pv4. IlpucBoenue y3iny cTaTHUECKOro M JuHamuueckoro IPv4- OK 1(;[1K %)Z( 02
agpeca. MmuoroanpecHas tmepenada. Ilyommunpie wu  wactHeie [Pv4-agpeca. [Pv4-ampeca OK 03:: OK 0 4
crenuanbHoro HazHaueHus. [IpucBoenue IP-agpecos. OK 05., OK 06.,
ICMP-ceppucbl. Omnnuuss s nporokonoB  IPv4.  Coobmenus ICMPv4  «Banpoc  k OK 07., OK 09.
MapuipytuzaTopy», «OObsSBICHHE OT MaplIpyTH3aTopa», «3ampoc COCEOHEro y3la» u
«OO0BsBIEHNE COCEMHEro y3ha». TecTHpoBaHWE CETH C MOMOIIBI0 3X0-3ampocoB. TpaccupoBka
MapmipyTta. BpeMsi mpoxokaeHusi curHana B mpsMoM U oOpatHoM HampasieHusx (RTT). Bpems
xwu3nu (TTL) [Pv4 u npenen nepexonos [Pv4
Tema 1.9. Paznesenne IP- Conepxanue 6 K 1.1, 1K 1.2,
ceTeil HAa moJaceTH Cermenranust [P-cereit. OOMeH nmaHHBIMEH Mexny mnonaceTsmu. [lmaampoBaHue axapecanmu B IK'13, 1K 14,
nojiceTsix. PacueTHbie (GOpMyNBl A CerMEHTAanuu ceTH. Pa3OueHre Ha TOJCETH Ha OCHOBE K15, IIK16.,
TpeOOBaHUI1 Y3JIOB U CETEH, B COOTBETCTBHHU C TpeOOBaHMUsAMU ceTeil. OnpeieseHue MacKy TOACETH. OK g[lK %)L 02
Pa3Ouenue Ha ToJICeTH ¢ MCIIONIL30BaHUEM Macku nepeMeHHol ummHb (VLSM). ba3zoBas monens u OK 03:’ OK 0 4
Ha3HayeHue OjokoB aapecoB VLSM. [InanupoBanue anpecaimu cetd. (OCOOCHHOCTH OK 05_: OK 06.:
npoekTupoBaHusi |Pv6-cetn. Pa3Ouenne Ha NOACETH C HCHOJIB30BAHUEM HJEHTU(UKATOpA OK 07., OK 09.
unHTepdeiica
Tema 1.10. Co3nanue u Conepxanne 8 MK1.1, K12,
HACTpoiiKa HeGOoIb1IOoi [InanupoBanue 1 co3ganue HEOOJBIION KOMIBIOTEPHON CETH: ONpeleieHHe KII0UeBBIX (HaKTOPOB, IIK'13., TIK14,
KOMMNBIOTEPHOI ceTH BBIOOD TOMOJIOTHH M CETEBBIX YCTPOMCTB, BHIOOP M HACTPONKa MPOTOKOJIOB, CHCTEMBI aJIpecalliy. K15, [IK16.,
Mepsl 0 obecrieueHHI0 0€30MMACHOCTH CETH. YS3BUMOCTH M CETEBbIe aTakd. Pa3BeqbiBaTeNbHEBIC OK IOTF 107K 02
ataku, Ataku pgocryma, Otkaz B oOcmyxuBanuu (DoS-ataku). PesepBHoe komupoBanue, OK 03:: OK 0 4
OOHOBJICHHE M YCTAaHOBKA HCIpaBieHNH. MexceTeBble IKpaHbl. AyTEHTH()HKAIUS, aBTOPH3ALIUS U OK 05., OK 06.,
y4€t. Brmouenne nporokona SSH. OK 07., OK 09.
@daiioBBIE CHCTEMBl MapLIPyTH3aTOPOB M KOMMYTaropoB. PesepBHOE KoOmHMpOBaHHE U
BOCCTAHOBJIGHHE C IIOMOIIBIO TEKCTOBBIX (haiioB, mnportokosna TFTP, USB-nakonurens.
Berpoennsie cimyx061 Mapmpytuszanuu. [lommepkka OGecnipoBOAHBIX MOAKIIOYeHHHA. HacTpoiika
BCTPOEHHOT'O MapIIPyTH3aTOPa
B ToM unciie mpakTHYECKHUX 3aHATHI 32/32
IIpakTHyeckoe 3ansaTue 1. 2/2 MK 1.1, 11K 1.2,
Cocrasienue KapThl ceTH HTEPHET ¢ MIOMOIIBIO YTHIIUT «ping» U «traceroute K13, K 1.4,
I[pakTH4eckoe 3aHATHE 2. 474 [IK'1.5., TIK' 1.6,

11




Co3znmaHue MpOoCTOM CETH:

- yCTaHOBKa CeaHca KOHCOJH € CeTeBBIM 000pyJ0BaHUEM MPH IOMOLIH porpaMMbl Tera Term,
- CO3JJaHUE CEeTH;

- HACTPOHKa OCHOBHBIX N1APaMETPOB KOMMYTATOpa

IIpakTnyeckoe 3ansiTue 3. 2/2
ITpocmoTp ceTeBoro Tpaduka ¢ moMornsio nporpammbr Wireshark

IIpakTnyeckoe 3ansiTue 4. 414
Nsyduenne Ethernet-rexuomoruii:

- mpocMoTp MAC-aipecoB CeTEeBBIX YCTPOUCTB;

- u3yuenue kaapos Ethernet ¢ momorsio mporpammer Wireshark;

- npocmoTp ARP ¢ nomornsio nporpammser Wireshark, unrepdericoB komanaHoit crpoxu Windows;

- ACTIONIb30BaHue NHTEpdeiica KoMaHIHOM CTPOKH ¢ TabmmiamMu MAC-apecoB KOMMyTaTopa

[pakTnyeckoe 3ansaTHE 5. 414
[MoaxiroueHre KOMIBIOTEPOB K CETH € MTOMOIIBIO Kabesel 1 OeCIIpoOBOAHBIX aJallTePOB:

- OTIpe/IeIeHHE CETEBBIX YCTPOICTB U KaHAJIOB CBS3H;

- 00’KHM CETEBOI0 Kades;

- IPOCMOTP JaHHBIX O OECTIPOBOIHBIX U MPOBOHBIX CETEBBIX a/laNTepax.

IIpakTHyeckoe 3ausiTue 6. 474
H3ydeHne TpaHCIOPTHOTO YPOBHSI:

- HaOJIIOJICHUE 3a TMPOIIECCOM TPEXCTOPOHHETO «pyKomoxarus» |CP ¢ MOMOIIbI0 MporpaMMbl

Wireshark;

- u3yueHue 3axpadeHHbIX qaHHbIX DNS UDP ¢ momorisio nporpammsr Wireshark;

- u3y4eHue 3axpadeHHbIX nmaketoB FTP u TFTP ¢ nomomisio nmporpammer Wireshark

IIpakTHYeckoe 3ansATHE /. 6/6
Cermenranus IP-cereii:

- U3y4YE€HUE KaJIbKYJIATOPOB MOJICETEM;

- pacuét moxacereit IPV4,

- pazjielnieHue cerei ¢ pa3IMIHBIMU TOIIOJIOTHSIMU Ha TTOJICETH;

- pa3paboTKa ¥ BHEJIpEHHNE CXEMBI aIpecaliny, pa3aeiaéHaon Ha mojacetn IPv4-cern;

- pa3pa0oTKa 1 BHepeHHE cXeMbl aapecanun VLSM

I[IpakTH4eckoe 3aHATHE 8. 6/6

[loctpoenue cetu:

- IPOCMOTP TAOJIHII MAPIIPYTH3ALUH Y3JIOB;

- U3y4eHHe (PU3NIECKUX XapaKTEPUCTHK MapILpyTU3aTOPa;

- CO3JIaHHE CETH, COCTOSIIEH N3 KOMMYTaTopa U MapIIpyTH3aTOPa;
- HACTPOHKa OCHOBHBIX [TAPaMETPOB KOMMYTATOPA;

K 1.7.,
OK 01, OK 02,,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.
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| - HACTpOMKa OCHOBHBIX MMApaMETPOB MAPIIPyTHU3aTOPa

CamocTrosiTesibHAsi padoTa 00yyalouxcsi Npu u3yvenuu pasaena 1 [IM 2

CuctemaTnyeckas npopaboTKa KOHCIIEKTOB 3aHATHH, YIeOHOH U CrIeNUaIbHON TEXHUUECKON IUTepaTypHl.

KoncnextupoBanue TekcTa, paboTa co CIOBapsIMU U CIIPAaBOYHMKAMH, O3HAKOMJIEHUE ¢ HOPMAaTUBHBIMH JOKYMEHTAMU.

IToaroroBka K MPaKTUYECKUM 3aHATHSIM C HCIIOJIb30BAHUEM METOIMYECKUX PEKOMEHAALMI IIpenoaaBateis, opopMIIeHHE

MPaKTUYECKUX pabOT, OTYETOB M OJATOTOBKA K X 3aILHTE

KoncynbsTanmmn 2

IIpome:xxyTounas arrectanus no MJIK.01.01 B popme nudpdepeHuiupoBaHHOr0 3a4eTa -

Paznen 2. IIpuHUUNBI MAPIIPYTU3ANUU M KOMMYTAalHH 93/30

Tema 2.1 Beenenue B Coaep:xanue 2 MK1.1, K 1.2,

KOMMYTHpPY€EMBbIe CeTH O6bvenunénubie cetn. Mepapxuss B KOMMYTHpyeMoOil ceTu. Ponb KOMMYTHpYEeMBIX —CeTeil. [K14., TIK15,
Kommytupyemast cpena. JunHamuueckoe 3amonnenue Tabmuuel MAC-agpecoB KOMMYyTatopa. K17,
Mertoasl nepechUIKM Ha KomMmyTarope. KommyTauusi ¢ mpoMeXyTO4HbIM XpaHeHueM. CKBO3Has %112%17 (())If(%é
koMmmyTanusi. Kommyranuonssie foMeHbl. CHUKEHUE IEPETPY30K CETU B '

Tema 2.2 OcHOBHBIE Coaepsxanue 4 K 1.1.,IIK 1.2,

KOHIENIUH U HACTPOHKA OcCHOBHbIE KOHLICTIIMU M HacTpoika koMMmyTauuu. IlepBoHauanbpHas HacTpoika KOMMYyTaTopa U [IK'1.3, TIK 14,

KOMMYTaluH BOCCTAaHOBJIGHHE IIOCiIe cuUcTeMHoro cb6osi. Hacrtpoiika goctyma mist 6a30BOro  ympaBli€HHS IIK15,1K16.,
kommyTtatopoMm ¢ IPv4. JlymekcHast cBs3b. Hactpoiika mopToB kKoMMyTaTopa Ha (U3NIECKOM OK (I)IlK 102 02
ypoBHe. DyHKIUsI aBTOMATHUECKOT0 ornpeesieHus tuna kaodens (Auto-MDIX). ITpoBepka HacTpoek OK 0 4 OK 05::
nopTta kommyTtaropa. [louck u yctpanenue npobiieM Ha YpOBHE JOCTYIA K CETH. OK 07., OK 00.
besomacHocTe  komMmyTaTopa.  3amMIIEHHBIM  ynan€HHeli  poctyn.  Hacrtpoiika  SSH.
Pacnpoctpanénneie yrpossl Oe3omacHocTd: nepeniosiHeHue Tadbmunsl MAC-aapecoB, DHCP-
cyuHTr, HWCHoNb30oBaHWe Yys3BuMocteil mnpoTtokona CDP, Araku Telnet u ap. Aymur u
MPAaKTUYECKUE PEKOMEHAanu Mo obecneyeHnto Oe3omacHOCTH ceTu. besomacHocTe mopra
kommyTtaropa. OrcnexxnBanue DHCP cooOmienwnii. @yHkius 6e30macHOCTH NopTa. Busl 3amiuThl
MAC-anpecoB. Pexxumpl pearnpoBaHus Ha HapylieHue OeszomacHocTH. [IpoBepka u HacTpoiika
noproB. [Iporokon cereBoro Bpemern (NTP)

Tema 2.3 BupryaiabHble Conepaxanue 4 MK11,0K1.2,

JokanabHbie ceTd (VLAN) Bupryansasie nmokanbabie ceTi (VLAN) — kiaccudukaiyst 1 OCHOBHBIE XapaKTePUCTHKHU. TpaHKH NK'13, 1K 14,
BUPTyanbHbIX ceTeil. KoHTponp mmpoxoBemaTensHbIXx aAoMeHOB B ceTsix VLAN. Termposanme IIK15,1K16,
kagpoB Ethernet ms unentudukanmu cetu VLAN. Ceru native VLAN u TerupoBanue crangapra OK 1(;[1K %)Z( 02
802.1Q. Teruposanue ronocooit VLAN. Peanuszaunu BupTyansHON J0KaibHOM ceTH. Haznauenue OK 03:' OK 0 4
moptoB cersiMm VLAN. Hactpoiika TpaHKOBBIX KaHamoB. [IpoTOKON NWHAMHYECKOTO CO3aHUA OK 05.: OK 06.:
tpankoBoro kaHana (DTP). Ilouck u ycrpaHeHHe HEmolaJ0K B BUPTYAIBHBIX JIOKAJIBbHBIX CETSAX U OK 07., OK 09.

TpaHKOBBIX KaHanax. IlpoOmemer c IP-ampecammeir cetm VLAN. HecoBmageHuss pexumMoB

TpaHKOBOW cBs3u. [IpoektupoBanune m obecnedenue Oeszomacnoctr VLAN: hopping, crydunr
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KOMMyTaTopa, araka c naBoiiHbIM TerupoBaHueMm, Cers PVLAN mnepumetpa. Ilpakrtmdeckue
PEKOMEHIAITNH TI0 IPOCKTUPOBAHUIO BUPTYAITLHOMN JIOKATBHOM CeTH

Tema 2.4 Konuenuust Coaep:xanue MK 1.1, TIK 1.2,
MapIIPYTH3alNH Hactpoiika mapmpyTtuzaTopa. MexaHu3Mbl INepechUIkM mHakeToB. [loaknroyeHwe U HacTpouka IK'1.3., 1K 1.4,
ycTpoiicTB. CBETOOMOIHBIE HMHIUKATOPBl Ha MapupyTusarope. AKTuBanus W HacTpoika [P- IIK15, K16,
aapecanuu. [IpoBepka CBS3HOCTHM ceTe ¢ NpAMBIM ToAKIroueHueM. IIpoBepka HacTpoek OK 1(;[1K %)Z( 02
nHTepdeiica. OuapTpanusl BBIXOAHBIX TaHHBIX KoMaHZ «show». KoMMmyTamwsi makeToB MeXmy OK 03:: OK 0 4
ceraMu. OYHKIMS KOMMYTalUU MapLipyTuzaTopa. Mapumpytuzanus naketos. OnpeneneHue myTH. OK 05., OK 06.,
ITporiecc mpUHATHSA peLIEHHs O NepechbUIKe nakeToB. Bei6op ontumansHoro mytu. IIpotokons: RIP, OK 07., OK 09.
OSPF, EIGRP. Pacnipenenenne Harpy3ku. AIMUHHCTpHpoBaHue paccrosHue (AD) u HaleKHOCTH
Mapuipyta. AHanu3 TabauL MapUIpyTU3alUd — HCTOYHMK JAHHBIX, NPUHOUIBL (OPMHPOBAHHE
BO3MOXHOCTH HACTPOUKH. 3auCH TaOIUIIbI MapIIPYTH3ALUH JUIS CETEH C MPSIMBIM ITOIKIFOUYCHUEM.
3amaHue cTaTndecKuX MapmpyToB. [IpoTokonsl AmHAMUYecKoi MapipyTusanuu ceteit |Pv4 u IPV6
Tema 2.5 Coaep:xanue K 1.1, 1K 1.2,
MappyTH3anus Mex1y [puanumner padotel MapmpyTtm3anuu Mexay VLAN. Hacrtpoiika mapmpytusamun Ha 0Oasze IK'13, 1K 14,
VLAN MapuipyTU3aTOPOB €  HECKONBKMMH  (U3MYECKUMH HHTepdeiicaMu, ¢  HCHOJIb30BaHHUEM K15, IIK16.,
KOHpUTypanuu  router-on-a-stick,  depe3  MHOTrOypOBHEBBIi  KomMmyTartop.  [IpoGiemsl OK gllK %)L 02
Mapmpytusamun - Mexay VLAN. IlpoBepka koHurypamum KOMMyTaropa © — HACTPOEK OK 03:: OK 0 4
Mapipyrtusatopa. Henonanku B padore unrepdeiica. Ommbdku B IP-anpecax m mackax MojaceTH. OK 05.. OK 06.,
Hactpoiika u pabora koMmyTanuu Ha 3-M ypoBHe. Mapmpytusamus mexay VLAN uepes OK 07., OK 09.
BUpPTYyaJbHbIC HHTEp(EChl KOMMYTaTopa, MaplIpyTU3UpyeMble MOpThl. Henomnaaku B HacTpoikax
KOMMyTaropa 3-To YpOBHs
Tema 2.6 CtaTuueckas Coaep:xanue K 1.1., 11K 1.2,
MapLIPyTH3ALUS [IpeumymmiecTBa M 3agaydl CTATMYECKOHM MapIIpPyTH3aUWH. THIMbBI CTaTMYECKHX MapLIPyTOB: NK'13, 1K 14,
CTaHJAPTHBIM, 10 YMOJIYAHUIO, CYMMApHBbIH, Nasaromuid. HacTpoiika cTaTM4EeCKMX MaplIpyTOB IIK15, K16,
IPv4 u IPv6. Komanna «ip route». Mapumpyt ciemyromero nepexoga. HanpsiMyro moakirou€HHbIHA OK 1(;[1K %)Z( 02
cTaTHueckuil MapumpyT. [IoMHOCTBIO 3aaHHBIN cTaTMUECKUH MapumpyT. HacTpoiika ctaruyeckoro OK 03:' OK 0 4
MapiipyTa no ymondanuto. KiaccoBasi anpecanusi. KiaccoBele Macku mnojzacetu. beckiaccoBas OK 05_: OK 06.:
MexaomenHas wmapmpytusanus CIDR. O6vennnenwe wmaprmpytoB. Opramzanust cynepceTeil. OK 07., OK 09.
Hcnonb3oBanne Macok moacetu ¢uxcupoanHod anmunbl (FLSM). Macka noacetu nepeMeHHOR
mmieel (VLSM). Hactpoiika CyMMapHBIX M IUIAQBAIOUIMX CTAaTMYECKUX MAapHIpyToB. Pacuér
cymmapHoro Mapupyra. O0benuneHue ceteBbix aapecoB IPv4 u IPv6. Ilomck m ycrpaneHue
HEMNoJIaI0K B HACTPOHWKAX CTAaTUYECKOr0 MapuIpyTa U MapHipyTa o yMOITYaHUIO
Tema 2.7 IlunaMu4ecKas Coaep:xanue MK 1.1., 11K 1.2.,
MapLIPYTH3ALMS [IpoTokoNBl ITUHAMHUYECKOH MAapIIPyTH3alMU — Ha3HAYCHHWE, NPUHIMIBI PabOTBl U HCTOPHS K13, TIK 14,
pa3BuTua. CpaBHEHHE IMHAMUYECKOM M CTaTW4ecKoW Mapuipyruzanmu. I[IpuHiunel paboThl [IK15, 1K 16.,
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MIPOTOKOJIOB MapIIpPyTH3AIMK: ITyCK Tocjie BKmodeHus nuTtaHus, CereBoe oOHapyxeHue, OOMeH
MaHHBIME ~ MapmpyTtu3anuu, OOecrieuenne  cxomumocTd.  Kimaccudukamumss  TpOTOKOJIOB
mapmpytusauu. [Iporokonsr IGP u EGP. JlucrannmonHo-BektopHbie npotokoisl RIP, IGRP.
[IpoTokonsl Mapmpyruzanuu no cocrosiauto kanaiga OSPF u IS-IS. KnaccoBble u GecknaccoBbie
MIPOTOKOJIBI MapPIIPYTH3AMUA. XapaKTEPUCTUKHA U METPHUKH IPOTOKOIIOB.

JuHaMuyeckass TUCTaHIMOHHO-BEKTOPHAS MapIIpyTH3anus. J[McTaHIIMOHHO-BEKTOPHBIN allTOPHTM.
MexaHu3MBbl OTHPaBKM M TOJYYEHHs JAHHBIX MapIIpyTH3aluH, pacyéTra ONTHUMAaJbHBIX MyTeH M
noOaBJIeHUS MapIIPYTOB B TaONWIy MaplIpyTH3aIWH, OOHAPY)KEHUS W pearupoBaHUs Ha
n3MeHeHus: B Tomonoruu. Hactpoiika npotokona RIP: Bkmouenue RIPv2, oTkiroueHue
aBTOMATHYEeCKOT0 OOBbETUHEHUS, HACTPOHKAa MACCHBHBIX HMHTepQeicoB, mepenadya Mapumpyra o
yMonuanuto no cetu. Hactpoiika mporokona RIPng. Ilpouecc mapuipyTusaiuu Mo COCTOSHHUIO
kanana. Hello mporokon. maket cocrostaus xkanana (LSP). JlaBuHHas pacchuika mMakeToB COCTOSHUS
KaHana. JlaBiMHHAs pacchlUTka MaKeTOB COCTOSHWS KaHana. Co3pgaHue JaepeBa KpaTyalInx MyTeH
SPF. [o6amnenue mapmpyroB OSPF B Tabmuiyy wmapripytusanuu. HemocTaTku HpOTOKOJIOB
MapImipyTH3alil TI0 COCTOSHHUIO KaHama. Tabimuia MaprpyTH3andd. 3alucd ¢ TPSIMBIM
MOAKIIOYCHHEM M YAaIEHHOW ceTH. JlMHaMHUuYecKu monydaembie MapuipyTel IPV4/6. TIporecc
MOKCKa MapIIpyTa

K 1.7.,
OK 01, OK 02,,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.8 OSPF nasa oxHoit
o0acTn

Copep:xanue

CewmeiictBo mpotokonoB OSPF. Xapakrepuctuku, npuHiunel padotel u kommoneHTsl OSPF.
Oco6ennocti OSPF st ogHOM 1 HeckonbKuX obmacrteil. MaructpanbHas oonacts. MHKancymsmums
cooomennit OSPF. Tunsl makeroB OSPF: maker mpuserctBus (hello), maker ommcanust 6a3b
nanseix (DBD), maker 3anpoca cocrostaust kanana (LSR), maker oOHOBIIEHHS COCTOSIHHS KaHaja
(LSU). maker montBepknenusi coctossHus kanamna (LSAck). OOGHOBIEHHS COCTOSIHHSI KaHaja.
Paboune cocrossausa OSPF. Brinenennsiit (DR) u pesepBHBIN BelneneHHbIH MapmpyTu3aTop (BDR).
Cunxponm3anms 6a3 mamHbix OSPF. Hactpoitka OSPFv2 s ogHolt oOmactu. Pexum
KOHUrypanuu uaeHTudukaropsl Mapuipytusatopa. Mcnosnp3oBanue wuHTepdeiica loopback.
Bxmiouenne OSPF na wuntepdeiicax. LlabnonHas macka. Komanma «network». Hacrpoiika
naccuBHBIX MHTepdericoB. @opmyna pacuéra merpuku croumoctd OSPF. Hactpolika 3navenuit
MPOITycKHON crnocoOHocTH mHTepdeiica. IIpoBepka cocemHHMX yCTPOWCTB, HACTPOEK IMPOTOKOJIA,
TaHHBIX mporecca u Apyrux xapakrepuctuk OSPF. Cpasuenne OSPFv2 u OSPFv3. Anpeca tuma
link-local. Tomonorust cetn OSPFv3. Hactpoiika unentudukaropa Mmapupyrusaropa OSPFv3.
Brutouenne OSPFV3 Ha untepdeiicax

MK1.1,IK12,

MK 1.3, 1K 1.4,

K 1.5, IIK 1.6,

K 1.7,

OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

Tema 2.9 Cninckn
KoHTpous nocryna (ACL)

Coaep:xanue

Criuckn kouTpoist jpocryna (ACL). TMpunnun paboret ACLcnuckoB. Tumbl ACL-criuckos Cisco
s IPv4. TlpucBamBanue HoMepoB W mMEH ACL-crimckam. Pacuér mabGmonnoit mackum B ACL-
cnuckax. Pekomennanmu no cozganuio u pasMemeHnio ACL-cninckoB. PasMerienne ctaHaapTHBIX U

MK1.1,IK12,

MK 1.3, IIK 1.4,

K 1.5, IIK 1.6.,
K 1.7.,

OK 01., OK 02.,
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pacmmpenabix ACL-crimckoB. Hacrpoiika craamaptaoro ACL-cnmcka. [IpuMmenenne craHgapTHBIX OK 03., OK 04.,
ACL-crinckoB Ha mHTepdeiicax. Kommentapnu k ACL-crmckam. IIpoBepka M peqaKTHpOBAaHHE OK 05., OK 06.,
craugapTHeix HyMepoBaHHBIX ACLcrnuckoB. ACL-cratuctuka. 3amuta noptoB VIY ¢ momoisio OK 07., OK 09.
craugaptaoro ACL-ciucka IPv4. CtpykTypa u HacTpoiika pacmupeHHbix ACL-ciiuckoB s [Pv4.
OunpTpanys Tpaduka ¢ UCIOIBb30BaHIEM pacIiiupeHHbIX A CL-cIucKoB.
IMouck wu yctpanenue nemonanok ACL-cmuckoB. Pacnpocrpanéunbie ommbku ACL-cnuckoB.
Cpasnenne ACL-cniuckoB ans IPv4 u IPv6. Hactpoiika u npoepka ACL-criuckoB amust IPvo
Tema 2.10 IIpoTokon Copep:xanue 4 K11, 1K 1.2,
DHCP IMpotoxon DHCP. DHCPv4: 6a3oBas onepaius, GpopMaT cooOIIeHu#, COOOIEHNs OOHAPYKEHUS U IK'1.3., 1K 14,
npeanoxenus. Hactpoiika, npoBepka u petrpancisiuuss npocroro DHCPv4-cepsepa. Hacrtpoiika K15, IIK16.,
MapupytuzaTtopa B kauectBe DHCPv4-knuenta. Hactpoiika mapmpytuszatopa kiacca SOHO. OK l(;IlK 102 02
Ilouck m ycTpaHeHwe Hemonaaok B padore mapmpyrm3aropa DHCPv4. IIporoxon DHCPv6. OK 03" OK 0 4"
ABToMmarnyeckas HacTpoiika aapeca 0e3 orciexxuBanus coctosaus (SLAAC). IpuHimn paGoTs OK 05:: OK 06::
SLAAC ¢ DHCPv6. DHCPv6 ¢ u 6e3 otcnexxuBanus coctosiaus. [Iponeccst DHCPv6. Hactpotika OK 07., OK 09.
Mapmpytusatopa B kauectBe DHCPv6-cepepa u DHCPv6-knmmenta. [lonck u ycTpaHeHue
HenoJianok B padote DHCPV6
Tema 2.11 Coaep:xanue 4 MK 1.1., TIK 1.2.,
IIpeodpa3oBanue cereBbIx | [IpeoOpazoBanne ceteBbix aapecoB I[Pv4. KonmenrtyanbHoe mpeoOpa3oBaHHE CETEBBIX aJPECOB NK'13, 1K 14,
agpecosn IPv4 (NAT). Tepmunonorus u mnpuHimnsl pabotel NAT. IlpoctpanctBo uactHbIX I[Pv4-ampecos. IIK15, K16,
Crarndyeckoe W JMHaAMHYecKoe mpeoOpasoBanue ceTeBbix aapecoB (NAT). IIpeoOpazoBanue OK gllK 102 02
aapecoB moptoB (PAT). CpaBaenne NAT u PAT. IlpeumymectBa u Hemoctatkun NAT. Anamus OK 03:: OK 0 4
crarnueckoro mpeoOpazoBanuss NAT. [lpuanun paboter muHammueckoro NAT Hacrpoiika u OK 05., OK 06.,
nposepka NAT, PAT. Ilepeanpecanus nopros. Hactporika NAT u nporokona IPv6. OK 07., OK 09.
[Tonck u ycrpanenue Henomnaaok B pabore NAT
B ToM uncie mpakTHYECKHUX 3aHATHI 30/30
I[IpakTnyeckoe 3anaTue 1. 2/2 NnK1.1.,1K1.2,
Hacrpoiika KoMMyTaTopa: 1K 1.3, TIK 1.4,
- 0a30Bast HACTPOHKA KOMMYTATOPA; [IK'1.5., TIK'1.6.,
- HACTPOHKa MapaMeTpoB 0e30MaCHOCTH KOMMYTaTopa IIK1.7,
I[IpakTnyeckoe 3anaTHE 2. 212 8§ 8; 8§ 83{
HaCTpOHFa 6e30MmacHOCTH KOMMYTaTopa: OK 05. OK 06.,
- HacTpoliKa MpoTOKOIa SSH; _ OK 07., OK 09.
- HacTpoiika ¢pynkiuu Switch Port Security;
- IOWCK U YCTPaHEHHE HETIOIaI0K B ccTeMe 0€30I1acHOCTH IOPTOB KOMMYTAaTopa;
- 0TpabOTKa KOMIUIEKCHBIX MMPAKTHIECKUX HABBIKOB
IpakTH4eckoe 3aHATHE 3. 2/2 MK 1.1, 11K 1.2,

16




Kondwurypanus cereit VLAN:

- koH(urypanus cereii VLAN u TpaHKOBBIX KaHAJIOB;

- IOWCK M yCTpaHEeHHE HeoNnaaokK B KoHpurypauuu VLAN;

- peannzanus cucteMbl 0e3onacHocTu ceti VLAN;

- peammzanus ceteit VLAN miist cerMeHTannu ceTeit MpeanprusITHA MaJIoro B CPETHETo OM3Heca

IIpakTH4yeckoe 3ansTHE 4.

Hactpolika mapuipytusaropa:

- ACTIONTb30BaHUE KOMaH Il traceroute mist oOHapy >KeHHUS CETH;
- TOKYMEHTUPOBAHHUE CETH;

- HacTpoiika naTepdeiicos IPv4 u IPV6;

- HACTPOHKa U MPOBEpKa HEOOIBIIOHN CeTH;

- HCCJEeI0OBAaHNE MAPIIPYTOB C MPSIMBIM MOAKIFOYEHUEM

2/2

IIpakTHyeckoe 3ansATHE 5.

Hactpoiika MapupyTusanuu:

- cocTaBiieHUE cxeMbl ceTu MHTepHeT;

- HacTpolika 0a30BBIX MAPaMETPOB MAPIIPYTU3ATOPa C IOMOIIBI0 HHTEpQerica KOMaHTHOW CTPOKH
(CLD) cucremsr Cisco 10S;

- HacTpolika 0a30BBIX MAPaMETPOB MapHIpyTHU3aTopa ¢ nomomisto CCP

2/2

I[IpakTnyeckoe 3anaTHE 6.

Mapmpytuszarus mexay VLAN:

- HacTpoika Mapipytuzanud Mexay VLAN s kakaoro uarepdeiica;

- HacTpoiika Mapupytuzaimu Mexxay VLAN Ha ocHoBe ctangapra 802.1Q v TpaHKOBOTO KaHaua,
- OMCK U YCTPaHEHHUE HEMOJaI0K B MapupyTu3anuu mexy cetsmu VLAN

2/2

I[IpakTHyeckoe 3ansATHE 7.

Hacrpoiika craTnyeckoil MapIpyTH3auu:

- HacTpoiika cTatnyeckux MapupyToB IPv4/IPV6 o ymomuanuro;

- pa3pa0oTKa 1 peanu3aius cxemsl aapecanuu |IPv4 ¢ ucnosnb3opannem VLSM,;
- pacu€t cymMmMapHbIX MapupyTos |Pv4 u IPVG;

- IOWCK M YCTPaHEHHE HEeTIOJIAI0K cTaTHYecKuX MapupyToB IPv4 u IPv6

2/2

I[IpakTnyeckoe 3anaTHE 8.

Hactpoiika tuHaMuueckoi MapipyTH3alim:

- HCCJIEI0BaHUE CXOAMMOCTH;

- CpaBHEHHE METOJIOB BEIOOpA MMyTH B IpoTokonax RIP

212

MK 1.3, IIK 1.4,
K 1.5, IIK 1.6,
K 1.7,

OK 01., OK 02.,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IMpakTnyeckoe 3ansiTue 9.
Hacrpoiika mpotokonos OSPF:
- HacTpoiika 6a3oBoro nporokosia OSPFV2 st onHoM 00macTw;

212

K11, 1K 1.2,
K 1.3, 11K 1.4.,
K 1.5, IIK 1.6.,
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- 0a3oBas HacTpoiika mpoTokoia OSPFV3 aiis ogHoM 00acTy.
Hacrtpoiika nmporokonor RIPV2 u RIPng

I[pakTnyeckoe 3anatue 10.

Nzyuenne MexaHU3MOB pabOTHI CO CIIUCKAMK KOHTPOJIS JIOCTYTIA:

- HarsgHoe npeacrasienue padorel ACL-crimcka;

- HacTpoiika ctanaapTHbIX ACL-CIHCKOB,;

- HacTpolika cTaHaapTHBIX MMeHOBaHHBIX ACL-CITUCKOB;

- Hactpotika ACL-cniucka st nuamii VTY,

- HacTpolika pacmupeHHbIX ACL-CIIMCKOB I pa3InYHbBIX CIICHAPHUCE;
- IOMCK U yCTPaHEHHUe HenoJaok B padote ACL-crmckos;

- Hactpotika ACL-criickos IPV6;

- 0TpabOTKa KOMIUIEKCHBIX MPAKTHICCKUX HABBIKOB

2/2

IpakTuyeckoe 3anaTue 11.

Hacrpoiika ACL-cinckos:

- HacTpolika u mpoBepka ctannapTHeIX ACL-criuckos;

- HacTpolika u mpoBepka orpannyeHuii V1Y,

- HacTpolika u npoBepka paciiupeHHbix ACL-criuckos;

- IOWCK 1 YCTPAaHEHHE HETIOJIAI0K B HAacCTpoike U pazmenieHnd ACL-cnickos;
- HacTpolika u npoepka ACL-crinckoB mist IPv6

2/2

I[pakTHyeckoe 3anaTue 12.

Nzyuenue nporokosiop DHCP:

- 6azoBas HacTpoiika DHCPv4 na mapmpyruzarope;

- 6azoBas HacTpoiika DHCPv4 Ha komMmmyTaTope;

- IOMCK U YCTPaHEHHUe Henojanok B pabote DHCPv4;

- Hactpoiika cepeepa DHCPV6 6e3 oTciiexxuBaHusi COCTOSIHHUS M C OTCIICKHUBAHUEM COCTOSIHUS;
- IOMCK U yCTPaHEHHUe Henoanok B pabote DHCPV6

2/2

IIpakTnyeckoe 3anaTue 13.

Nzyuenwne nmpotokona DHCP:

- HacTpoiika mpotokosa DHCP ¢ momoreto koman Cisco 10S;
- 0TpabOTKa KOMIUIEKCHBIX MPAKTHYECKUX HABBIKOB

212

K 1.7.,
OK 01, OK 02,,
OK 03., OK 04.,
OK 05., OK 06.,
OK 07., OK 09.

IIpakTnyeckoe 3anaTue 14.

[IpeobpaszoBaHme CETEBHIX aPECOB:

- m3yuenue npuHiuna padorer NAT;

- HaCTpOiKa cTaTudecKoro u guHamuaeckoro NAT;

- peaym3anys cTaTU4eckoro u nuHamudeckoro NAT;,

- HACTpoOiiKa mepeaapecariy mopTos Ha mapupytuzarope Linksys;

2/2

K11, 1K 1.2,

MK 1.3, IIK 14,

K 1.5, IIK 1.6.,
K 1.7,

OK 01, OK 02,,

OK 03., OK 04.,
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- MPOBEpPKa, MIOUCK U yCTpaHeHue Henonanok koHpurypammii NAT; OK 05., OK 06.,
- 0TpabOTKa KOMIIEKCHBIX IIPAKTUYECKHX HABBIKOB OK 07., OK 09.
IMpakTnyeckoe 3ansTue 15. 2/2
Nzyaenue padotsl ¢ NAT u PAT:
- HaCTpOiKa TMHAMHYIECKOTO 1 cTaTuaeckoro NAT;
- Hactpoiika NAT-myna ¢ meperpyskoit u PAT;
- IOVCK U yCTpaHeHue Henoiaaok Koupurypammiit NAT

CamocTrosiTeJibHAsi padoTa 00yuaromuxcs Npu u3yvenuu pasaena 1 [IM 7

CucremaTryeckas mpopadOTKa KOHCIIEKTOB 3aHITHH, y4eOHOH U ClielnallbHOW TEXHUUECKOW JTUTEPaTyphl.

KoncnextupoBanue Tekcta, paboTta co CIOBapsIMH U CIIPAaBOYHUKAMH, 03HAKOMJICHHE C HOPMaTHUBHBIMU JOKYMEHTaMH, Y4eOHO-

HCCIIeIOBaTeIhCKas paboTa IMPH caMOM ITUPOKOM HCTonb30BaHnu VHTepHeTa u npyrux [T-rexHomornii.

[IpoexTHBIE GOPMBI pabOTHI, TOATOTOBKA COOOIIEHUH K BRICTYIUICHHIO HA CEMHHAPAX U KOH(EPEHIHIX; IIOATOTOBKA pedepaTos,

JOKJIaJI0B.

[ToaroroBka K MPaKTUYECKUM 3aHATHSIM C HCIIOJIB30BAaHUEM METOIMYECKUX PEKOMEHAALMI penoaaBateis, opopMIIeHUE

MIPAKTUYECKUX PadbOT, OTYETOB U OATOTOBKA K X 3aIIUTE.

KoncyabTanmuu 2

IIpome:xxyTounas arrecrauus no MJIK.01.01 B popme 3x3amena 6

Paznen [IM 2. Opranu3zanysi, NPUHIUTBI NOCTPOeHNUS U PYHKIHOHUPOBAHMSI KOMIBIOTEPHBIX ceTei 209 /112

MJIK.01.02 Opranusanusi, NPUHIUNBI TOCTPOECHNUA U (PYHKIIMOHMPOBAHUS KOMIILIOTEPHBIX ceTeil 209 /112

Paznen 1. MapmpyTuzanusi 1 kommyTamus. MacmrabupoBanue cerei 99 /50

Tema 1.1. BBenenune B Coaepsxanue 4 MK 1.1., TIK 1.2,

MaciTabupoBaHue ceTei Peanuzanus mpoekta cetu. IIpoext nepapxuueckoir cetu. Pacmumpenue ceru. Bribop cereBbix IK'1.3, 1K 14,
ycrpoiicts. KomMyTtanuonnoe ob6opynosanue. Mapupytuszatopsl. Y npaiisiiolie ycTpoiicTa K15, IIK 16,

Tema 1.2. U30LITOYHOCTH Copep:xaHue 6 OK BI;( 107K 02

LAN [MonsiTus mporokosia Spanning-tree. IpenxasnaveHue nporokosa spanning-tree. Ipuniwn padoThI OK 05:: OK 07::
STP. Tumst nporokonoB STP. Hactpoiika nporokona STP. Hactpoiika PVST+. Hactpotika Rapid OK 09.
PVST+. [Ipobaemsl HacTpoiiku STP

Tema 1.3. ArperupoBanue Coaepsxanue 6 MK1.1., K 1.2,

KaHAJI0B OCHOBHbBIE TIOHSITHS AarperupoBaHMs KaHaJIOB. ATrperupoBaHue KaHajoB. [IpuHIMI paboThI [K'13, 1K 14,
EtherChannel. Hacrpoiika arperupoBanus kananoB. Hactpoiika EtherChannel. [IpoBepka, mouck u IIK15, K16,
ycrpaneHue Henosagok B pabore EtherChannel OK 1(;[1K 10?( 02

Tema 1.4. BecipoBoaHbIe Conep:xanue 8 OK 03:: OK 04::

JOKaJbHbIE CETH Konnenuu 0ecripoBoiHO#M cBsi3u. BBenenue B OecripoBoiHy0 cBs3b. KommoneHnts ceteir WLAN. OK 05., OK 06.,
Tomonoruu cereit WLAN 802.11. I[Ipuniuns! paboTsl 6ecripoBOJHOM JTOKaIBHON ceTH. CTpyKTypa OK 07., OK 09.

kangpa 802.11. dyHKIIMOHUPOBaHUE OCCIPOBOIHON CBS3M. YTpaBJIeHHE KaHanaMu. be3omacHOCTh
0eCTPOBOIHBIX JIOKANBHBIX ceTed. YTpo3sl mis cetelt WLAN. Obecnieuenue 6e3onacHoctn WLAN.
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Hactpoiika OecnpoBOMHBIX JOKaIBHBIX ceTell. HacTpoiika OecrpoBOIHOTO MapIIpyTH3aTOpa.
Hacrtpoiika 0ecripoBonHbIx KineHTOB. [lonck n ycrpanenne Heronagok B padote ceteir WLAN

Tema 1.5. Hactpoiika u Conepaxanue 10 K11, 1K 1.2,
YCTPaHeHHe HENoJIaJ0K B Pacmmpennsie mapametpsl mpotokona OSPF mns ogHo#t obmacti. MapmpyTu3amusi Ha yPOBHSIX IK'1.3., 1K 1.4,
pa6ore OSPF st onHoi pacnpenenenus u aapa. OSPF B ceTsix ¢ MHOKECTBEHHBIM JOCTyNoM. PacipocTpanenre mMapuipyra IIK15, K16,
obaacTn no ymomyanuio. Tounas Hactpoiika untepgeiicoB OSPF. 3ammura OSPF. YcTpanenue Hemonamok OK 1(;[1K %)Z( 02
peanmmzanmn  mipotokonma OSPF mms omuoit obnactu. CocTaBisiomme MNPOIERyphl IMOWCKA H OK 03:’ OK 0 4
ycTpaHeHus Hernonanok B padore OSPF mns omuoit obmactu. Ilonck u ycTpaHeHre HEMONAIOK B OK 05_: OK 06.:
mapupytuzanuu OSPFV2 nist ognoit obnactu. Ilonck u ycrpanenue Henonanok B OSPFV3 mis OK 07., OK 09.
OJTHOH obnacTu
Tema 1.6. OSPF nas Copep:xanue 7
HECKOJIbKHX 00J1acTei [puanun padotrer OSPF mis Heckonpkux obnacteid. Haznauenne OSPF mmst Heckompkux oOmacTeit.
[Mpunnun padotsr naketroB LSA B OSPF mist Heckonbkux obmacteii. Tabmuia MapmpyTu3anud U
tunel MapupytoB OSPF. Hacrtpoiika OSPF s Heckonbkux o6nacteil. Hactpoiika OSPF s
Heckonbkux obmnacreir. O0vemuHenne MapmpytoB OSPF. Ilposepka OSPF nmnst HecKONBKHX
obnacreit
B ToM uncie mpakTHYECKHUX 3aHATHI 50/50
IIpakTuyeckoe 3ansaTue 1. 2/2 IIK 1.1, 11K 1.2,
Pa3BepThIBaHHE KOMMYTHPYEMOIT CETH C Pe3ePBHBIMH KaHAJIAMH. IK'1.3, [IK 1.4,,
I[IpakTnyeckoe 3anaTHE 2. 414 [IK15, K16,
Hacrtpoiika PVST, PortFast u BPDU Guard K17,
OK 01, OK 02,,
I[IpakTnyeckoe 3anaTHE 3. 212 OK 03.. OK 04,
Hactpoiika nporokosa GLBP OK 05., OK 06.,
I[IpakTHyeckoe 3ansaTHE 4. 474 OK 07., OK 09.
Omnpenenenue THIOBBIX OIHOOK KoHHUrypauuu STP
I[IpakTHyeckoe 3anaTHE 5. 4/4
Hacrpoiika EtherChannel
I[IpakTnyeckoe 3anaTHE 6. 212
IMowuck u ycTpaneHue Henonaaok B padore EtherChannel
I[IpakTnyeckoe 3anaTHE 7. 4/4
ArperupoBaHue KaHaJIOB
I[IpakTnyeckoe 3anaTHE 8. 4/4
Hacrpoiika GecipoBoiHOTO MapLIpyTU3aTOPa U KIUEHTa
[IpakTnyeckoe 3anaTHE 9. 4/4
Hactpoiika 6a3oBoro npotokona OSPFV2 st onHOM oOmacTu
MpakTuyeckoe 3ansaTue 10. 474
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Hactpoiika OSPFV2 B ceT MHOKECTBEHHOTO JIOCTYTIA

I[pakTnyeckoe 3anaTue 11. 212
Hacrpoiika pacmmpennsix ¢pynkuuit OSPFv2
IMpakTnyeckoe 3ansTue 12. 2/2
INouck u ycrpanenue Henonagok B pabore OSPF
IpakTnyeckoe 3ansTue 13. 2/2
[Mownck 1 ycTpaHeHHE HETTONAJ0K B paboTe OCHOBHBIX MpoTokosioB OSPFV2 u OSPFV3 s oquoit
obsiactu
I[IpakTnyeckoe 3anaTue 14. 212
[Touck n ycTpaHeHue HENOIaI0K B paboTe ycoBepiieHCcTBOBaHHOTO TpoTokoa OSPFV2 st omHOM
obyactu
I[IpakTnyeckoe 3anaTue 15. 2/2
Hactpotika OSPFV2 s HeckonbKux obnacrteit
IIpakTnyeckoe 3ansTue 16. 212
Hactpoiika OSPFV3 mist Heckonmpkux obnacTeit
IIpakTnyeckoe 3ansaTue 17. 4/4
[Nowuck n ycrpanenue Henonanok B pabore OSPFV2 u OSPFV3 miist HeckonbKuX obnacTei
CamocTosiTeJibHasi padoTa 00yyaroLuxcsi Npu u3yvyenuu pasaeia 2 [IM 6
CucremaTrueckas mpopadOTKa KOHCIIEKTOB 3aHITHH, y4eOHON | CIIeNabHON TEXHHYECKOH JIUTepaTyphI.
KoncnexktupoBanue Tekcta, paboTta co CIoBapsiMH U CIIPaBOYHUKAMHU, 03HAKOMJICHUE C HOPMATUBHBIMH JOKYMEHTaMH, YIeOHO-
uccieoBaTeNbCKast padoTa pu cCaMoM IIHPOKOM Hcnonb3oBanuu MHTepHeTa n npyrux IT-rexHomoruii.
[IpoekTHbIE (GOpMBI pabOTHI, TOArOTOBKA COOOIIEHUH K BRICTYIUICHUIO HA CEMUHApaX ¥ KOH(QEPEHIIUAX; IOr0TOBKa pedepaTos,
JOKJIaJIOB.
[ToaroToBKa K NPaKTHYECKUM 3aHATHSIM C UCTIOJIb30BAaHUEM METOAMYECKUX PEKOMEHIAIUi ITpenoiaBaress, opopmiieHHe
NPaKTHYECKUX paboT, OTYETOB M OATOTOBKA K X 3aIUTE.
Koncynbranun 2
Pazgen 2. CoennHeHue ceteii 110/62
Tema 2.1. Hoakawyenue k | Coaepsxanue 4 MK1.1., K 1.2,
r100a/1LHO¥ ceTH O630p TexHOJOTHI THOOanbHOM cetn. llenb cosmaHus rI00aTbHBIX ceTeit. IIpuHIMN paGoTHI NK'13, 1K 14,
ro0anpHOH cetH. BpiOop TexHosoruu riobanbHOM ceTH. CepBHUCHI TNIOOAIBHOH  CETH. IIK15, K16,
WudpacTpykTypbl YacTHBIX TNO0ANBbHBIX ceTed. MHppacTpykTypa OOIIEIOCTYIMHOW TII0OaTbHOM OK 1(;[1K %)L 02
ceTy. BbI0Op cepBHCOB I100aIbHOM ceTH OK 03:‘ OK 0 4
Tema 2.2. Coeunenue Copnep:xanue 6 OK 05.: OK 06.:
«TOYKA-TOYKA» OO630p MOCIIEIOBATEILHOTO COSTUHEHHS «TOYKa-TOYKa». CBsA3b IO MOCIIEI0BATEILHOMY KaHAJY. OK 07., OK 09.

Wnkancynsauust HDLC. Ipuanun pabots! npotokoia PPP. [Ipenmymectsa nporokoina PPP. LCP u
NCP. Ceancer PPP. Hacrtpoiika mpotokona PPP. Hacrpoiika mpotokona PPP. Ayrtentnduxanms
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#2.2.3
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https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.2
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.2.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.1
https://static-course-assets.s3.amazonaws.com/CN503/ru/index.html#3.3.2

PPP. Otnanka coeqnnennit WAN. Otnagka PPP

Tema 2.3. Pemenus Conep:xaHue 6 MK1.1., K 1.2,,
LM POKOII0JIOCHOI 0 Ynanéunas pabora. [IpemmymectBa ymanéHHol paboTel. busHec-TpeOoBaHHMA I yIATEHHBIX IK'1.3., 1K 1.4,
apocTyna paboTHrkoB. CpaBHEHHE pELICHWI MIMpOKononocHoro pocrymna. Kabems. DSL. becnpoBomnbie IIK15, K16,
HIMPOKOMOJIOCHBIE CETH. BBHIOOp pelieHuii IMUpoKOIoI0CHOTo focTyna. HacTpoiika nonkimodeHuit OK 1(;[1K %)Z( 02
XDSL. O630p PPPOE. Hactpoiika PPPOE OK 03" OK 04"
Tema 2.4. 3amura Conep:xanue 6 OK 05:: OK 06::
MeK(pUINAIbHON CBS3H Ceru VPN. Ocnosrl ceteit VPN. Tumbr ceteit VPN. Tynnenu GRE mexmy o0bexramu. OCHOBBI OK 07., OK 009.
GRE. Hacrpotiika tyrreneit GRE. O6mue cBegerns 06 [Psec. 3amura nmporokona IP. Crpykrypa
mporokona IPsec. Yaanéunsiit goctymn. Pemenns VPN mns ynmanénnoro gocryma. Cerm VPN
yAan€HHOTO OCTYIIA C HCToNb3oBaHneM IPSec
Tema 2.5. MoHUTOpPHHT Copnep:xanue 6 MK 1.1,1K 1.2,
Cetn Syslog. Tlpunmun paGoter Syslog. Hactpoiika Syslog. SNMP. Ilpunmun paGotsr SNMP. IIK1.3, 1K 1.4,
Hacrpoiika SNMP. NetFlow. ITpunrmn pa6otst NetFlow. Hactpoiika NetFlow. ITpoBepka mopeneii IIK15,1K16.,
Tpaguia OK L, 0K 02
Tema 2.6. OTiagka cetn Coaep:xanue 6 OK 03:: OK 04::
ITouck M ycTpaHEHHE HEMOJAJ0K C HCIIOJIb30BAHUEM CHCTEMHOro mMojxoja. JlokyMeHTauus mo OK 05., OK 06.,
ceru. [lpomenypa mowcka M YCTpaHEHHs HeENoONanoK. M3omsmus npoOIeMbl C  MOMOIIBIO OK 07., OK 09.
MHOTOYpOBHEBBIX Mojenedd. Ormagka ceru. CpeacTBa MOMCKa U yCTPaHEHHS HETONAIOK.
CHUMIITOMEI U IIPUYXHBI OTJIAAKH CCTH. Ilonck n YCTPAHCHUEC HCNOJIAaJOK CBA3U B CCTIAX 1P
B ToM unciie mpaKkTHYeCKUX 3aHATHI 32/32
I[pakTuyeckoe 3ansaTue 1. 2/2 NnK1.1,1K1.2,
Hacrpoiika 6azoBoro PPP ¢ ayrenTudukarmei IIK13, 1K 1.4,
I[IpakTHyeckoe 3anaTHE 2. 212 IIK15, K16,
Otnagka 6a3oBoro PPP ¢ ayrenTrdukanueit oK gllK 10'?"02
I[IpakTnyeckoe 3anaTHE 3. 212 OK 03, OK 0 4
[IpoBepka 6a3oBoro PPP ¢ ayrenTrdukanueit OK 05.: OK 06.:
IpakTHyeckoe 3ansitue 4. 414 OK 07., OK 09.
Hacrpoiika mapmpytuzatopa B kauectse kiarenta PPPOE mys noaximtouenns DSL
I[IpakTnyeckoe 3anaTHE 5. 4/4
Hacrpoiika ryanens VPN GRE no cxeme «rouka-Toukay
I[IpakTnyeckoe 3anaTHE 6. 212
Pa3paboTka TeXHHYECKOro 00CITyKMBAaHHSI CETH
I[IpakTnyeckoe 3anaTHE 7. 4/4
Hacrpoiika Syslog u NTP
IpakTH4eckoe 3aHsaTHE 8. 2/2
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HpI/IMCHCHI/Ie mporpaMmMHOro obecneueHus AJI1 MOHUTOPUHTA CETU

[pakTnyeckoe 3anaTue 9. 212

Hacrpoiika SNMP

IpakTnyeckoe 3ansTue 10. 2/2

C6op u ananu3 nanaeix NetFlow

IpakTnyeckoe 3ansTue 11. 2/2

[IpuMeHeHne HHCTPYMEHTapHsI CETEBOr0 aIMUHUCTPATOPA AJIsl HAOIIOACHHS

IIpakTnyeckoe 3ansaTHe 12. 212

BrisiBnenne c6ost B pabote cetn

IIpakTnyeckoe 3ansaTue 13. 212

Pa3paboTka noxymeHTaImH
KypcoBoii npoext 30/30 IIK 1.1, 11K 1.2,
TeMaTHKA KypCOBBIX IIPOEKTOB IIK'13.,IIK 1.4,
MapuipyTtuzanus 1 KOMMYTAILHUs B KOPIIOPATUBHBIX CETSAX. TK 11_["'—1’< 1H7K 16.,
HacTtpoiika u ycrpanenue nenonanok B padore OSPF s ogHol obnactu. OK 01., OK02
Hccnenosanne u anaius 6ecnp0Boz[HLIX JIOKAJILHBIX CETeM. OK 03., OK 04.,
Hacrpoiika arperupoBanus kaHajaoB. Hactpoiika, mpoBepka, MOMCK M yCTpaHeHHe Hermonaaok B padote EtherChannel. OK 05., OK 06,
3ammTa MeX(OUINaTLHON CBSI3U. OK 07., OK 09.
CamocTrosiTeJibHAsi padoTa 00yyarouxcsi Npu u3yvyenuu pasaeia 2 [IM 6
CucremaTryeckasi IpopadOTKa KOHCIIEKTOB 3aHATHH, y4eOHOM U CIIeaIbHON TEXHUIECKON JINTEPATyphI.
KoncnexktupoBanue Tekcta, paboTta co CIoBapsiMH U CIIPaBOYHUKAMHU, 03HAKOMJICHUE C HOPMATUBHBIMH JOKYMEHTaMH, YIeOHO-
HCCIeIoBaTeNbCKasl paboTa IpH caMOM HIMPOKOM UCTIONB30BaHWU MHTepHeTa 1 Apyrux [ T-TeXHOIOrHid.
[TpoexTHbIE POpMBI pabOTHI, TOATOTOBKA COOOIIECHNH K BRICTYTUICHHIO HA CEMHHapax U KOH(epeHInsX; MOAroToBKa pedepaTos,
JOKJIaJIOB.
[ToaroroBka K MPaKTHYECKUAM 3aHATHSIM C UCIIOIb30BAHUEM METOINYECKUX PEKOMEHIAIMI TperogaBaTelis, opopMiieHue
NpaKTHYECKUX paboT, OTYETOB U MOJrOTOBKA K UX 3aIIUTE.
KoncyabTanmuu 2
IIpome:xyTounasi arrectanust no MJ/IK.01.02 B ¢popme 3x3amena 6
Paznen [IM 3. Be3onacHOCTh KOMIILIOTEPHBIX ceTeil 102 /32
MJIK.01.03 be3onacHOCTH KOMIBIOTEPHBIX CeTei 102/ 32
Pa3gen 1. Be3onacHoCTh KOMIBIOTEPHBIX ceTel 102 /32
Tema 1.1. Coaepsxanue 4 MK 1.1., 11K 1.2.,
DyHIAMEHTAJIbHBIE CoBpeMeHHBIE YTPO3bI CETEBOM Oe30macHoCcTH. Bupychl, 4epBu 1 TPOSTHCKHE KOHH. MeTo/bl atak [IK'1.3, TIK 14,
NPUHIHIIBI 6€30MaCcHOT [IK15, K17,
ceTH OK 01., OK 02.,
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Tema 1.2. Be3onacHoCTh Conepaxanune OK 04., OK 05,
CeTeBbIX YCTPOICTB be3zonacueiii noctyn k ycrpoiictBam. Ha3zHaueHue agMUHUCTpPAaTHUBHBIX poJied. MOHHUTOPUHT U OK 06., OK 07.,
yhpaBlieHHe ycTpoiicTBamu. Vcrnonb3oBaHue  (DYHKIMS  aBTOMAaTU3UPOBAHHOW  HACTPOUMKH OK 09.
0e30macHOCTH
Tema 1.3. ABTOpH3aLMS, Conep:xanue K11, K12,
ayTeHTH(GUKAUUS U yueT CaoiictBa AAA. Jlokansnas AAA aytentuduxamus. Server-based AAA IIK'1.3, IK'1.4,,
nocryna (AAA) IIK 1.5, TIK 1.6.,
Tema 1.4. Peannzanusi Conep:xaHue oK l(;[lK 1(.)1(.,02
TexHosoruii 6panamayspa | ACL. Texuonorus Opanamayspa. KonrekctHbiii koutposb jgoctyma (CBAC). Tlonutuku OK 03:: OK 0 4
OpaHaMayspa OCHOBaHHBIC Ha 30HAX OK 05., OK 06.,
OK 07., OK 09.
Tema 1.5. Peanuzanus Copep:xaHue MK1.1, K 1.2,
TeXHOJIOT Ui IPS texnonoruu. IPS curnatypsl. Peanuszanus IPS. [IpoBepka u morutopusr IPS IIK13., 1K 1.4,
npenoTRpamenns IK 1.5., TIK 1.6.,
BTOPKEeHHSI K17,
Tema 1.6. BezonacHoCTh Conepxanue 8§ 8; 8§ 8i
JIOKAJBLHOM ceTH O0ecrieueHre 0E30MACHOCTH TMOJIB30BATEIBCKUX KOMIIbIOTEPOB. CooOpakeHus 1Mo 0e30MmacHOCTH OK 05:: OK 06::
BTOoporo ypoBHs (Layer-2). Kondurypamus Oe3omacHocTH BTOpoOro ypoBHs. beszomacHocTs OK 07., OK 09.
GecripoBoHbBIX ceTeid, VOIP
Tema 1.7. Coaepsxanue MK 1.1, 11K 1.2,
Kpunrorpajguueckue Kpunrorpaduueckue cepBuchl. ba3oBas IEIOCTHOCTh M ayTEHTHYHOCTh. KOH(UICHIIMATBLHOCTD. MK 1.3, 1K 14,
CHCTEMBI Kpunrorpadus OTKpBITBIX KITIOYEH IK'1.5, 1K 1.6,
Tema 1.8. Peanuzauus Copep:xanue oK 16[;( 1(5%02
TexHoJoruii VPN VPN. GRE VPN. Kommnonentst u dyukimonuposanue [PSec VPN. Peanuzanust Site-to-site IPSec OK 03:: OK 04::
VPN c¢ wucnons3oBanneM CLI. Peammzamusa Site-to-site IPSec VPN ¢ ucnoas3oBanuem CCP. OK 05., OK 06.,
Peanmuszamnus Remote-access VPN OK 07., OK 09.
Tema 1.9. YnpapieHue Coaep:xanue MK1.1., K 1.2,
6e30MaCHOIi CeThIO [TpuHIHUIEL 6€30MaCHOCTH CETEBOTO JU3aiiHa. be3omacHas apXuTekTypa. YIpaBleHHe MpoLeccaMu 1K 1.3, 1IK 1.4,
1 0e30macHOCTh. TecTHpOBaHHWE CETH Ha YSI3BUMOCTH. HempepblBHOCTH Ou3Heca, IUIaHUPOBAHUE [IK'1.5., TIK' 1.6,
BOCCTAHOBJICHUS aBapUHHBIX cUTyaruil. JKu3HeHHBIH UK ceTH W IutaHupoBaHue. Paszpaborka OK 1(;[1K %)Z( 02
pErsiaMeHTOB KOMITAHWUY U MIOJIMTUK O€30I1aCHOCTH OK 03:‘ OK 0 4
Tema 1.10. Cisco ASA Copep:xaHue OK 05_: OK 06.:
Beenenune B AnantiBHoe ycTpoiicTBo Oe3omacHoctd ASA. Kondurypanus danpsoia Ha 6aze ASA OK 07., OK 09.

¢ wmcrmoyib3oBaHueM rpaduueckoro uurepderica ASDM. Koudurypauus VPN Ha 6aze ASA ¢
HCII0JIb30BaHHEM rpaduueckoro uatepdeiica ASDM
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B ToM 4ncie npakTHYECKHX 3aHATHH]

32132

IIpakTnyeckoe 3ansiTue 1. 212 K11, K12,
HccnenoBanue CeTeBbIX aTak M HHCTPYMEHTOB MIPOBEPKH 3aILUTHI CETH IIK'1.3, [IK 1.4,,
IIpakTHyeckoe 3ansiTue 2. 2/2 IIK15, K16,
Hacrpoiika 6e30macHOro A0cTyna K MapIipyTH3aTopy oK gllK %&’02
IIpakTnyeckoe 3ansiTue 3. 2/2 OK 03. OK 04.
O6ecneuenne aqMuHUcTpaTuBHOro goctyna AAA u cepsepa Radius OK 05:: OK 06::
IIpakTHyeckoe 3ansaTHE 4. 2/2 OK 07., OK 09.
Hactpoiika monmmtuku 6e3omacHoCcT OpaHAMay>pOB
IIpakTnyeckoe 3ansaTHE 5. 212
Hacrpoiika cuctemsl ipenoTBpanieHus Bropxenuii (IPS)
[pakTHYeckoe 3ansATHE 6. 212
Hacrpoiika 6e30macHOCTH Ha BTOPOM YPOBHE HAa KOMMYTaTOpax
IIpakTnyeckoe 3ansaTHE 7. 4/4
HccnenoBanne MeTOI0B MU(PPOBAHKS
IIpakTnyeckoe 3ansaTHE 8. 212
Hacrpoiika Site-to-SiteVPN ucmosb3ys unTepdeiic KOMaHIHON CTPOKH
IIpakTnyeckoe 3anaTHE 9. 212
BazoBas nactpoiika numo3a 6ezonacHoct ASA 1 HacTpoiika OpaHIMay3pOoB HCIONb3yS HHTEpdeic
KOMAaHJTHOM CTPOKHU
IIpakTnyeckoe 3anaTue 10. 212
bazoBas HacTpotiika nuto3a 6e3onacHocTi ASA 1 HacTpolika OpaHaMay3poB ucronb3yst ASDM
IIpakTnyeckoe 3anaTue 11. 212
Hactpoiika Site-to-Site VPN ¢ 01HO# cTOpOHBI Ha MapIIPyTU3aTOPE UCIIONB3YsI HHTEPdEiic
KOMAaHTHOH CTPOKH U C JIPYTOi CTOPOHBI UCTIONB3Ys NITI03 Oe3omacHocTH ASA nocpeacTBoM
ASDM
IIpakTnyeckoe 3anaTHe 12. 212
Hacrpoiika Clientless Remote Access SSL VPNS ucrions3yss ASDM
IIpakTnyeckoe 3anaTue 13. 212
Hactpoiika AnyConnect Remote Access SSL VPN ucnosns3ys ASDM
IIpakTHyeckoe 3ansaTHE 14. 474
OuHampHASA KOMIUIEKCHAS TabopaTopHO-TIpakTHYecKas paboTa mo 6€30macHOCTH
CamocTrosiTeJibHAsi padoTa 00yyarouxcsi Npu u3yvyenuu pasgena 3 [IM 4

CucremaTrueckas mpopadoTKa KOHCIIEKTOB 3aHITHH, y4eOHO! U ClIelMalIbHOW TEXHUYECKOW JTUTEPaTyphl.
KoncnextupoBanue Tekcta, paboTta co CIIOBapsMH U CIIPABOYHUKAMH, O3HAKOMIICHHE C HOPMATUBHBIMH JOKYMEHTaMU, Y1eOHO-
HCCIIeI0BaTeIbCKas paboTa MPH CaMOM IIUPOKOM HCIOIb30BaHiK HTepHeTa u apyrux IT-TexHomorui.
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[IpoexTHbIE OPMBI PaOOTHI, MOATOTOBKA COOOIICHNH K BRICTYIUICHHIO HAa CEMUHApax 1 KOH(epeHIHX; MOAT0TOBKa pedepartos,
JOKJIaJI0B.

IMoaroToBka K MPakKTUYECKUM 3aHSATHSIM C HCIIOJH30BAHUEM METOIMYCCKUX PEKOMEHIAIN TperoaaBatelis, opopMIICHHE
MPAaKTUYECKUX Pa0dOT, OTYETOB U TIOATOTOBKA K UX 3allIUTE.

KoncynbTanmn 2
Ipomexyrounast arrectanust mo M/1K.01.03 B popme nudepennmpoBanHoro 3auera -
YI11.01.01 Yyeonasa npaktuka «IIpoexTupoBanne, MOHTaK M HAJIAAKA KOMIIBIOTEPHBIX ceTein» 108 /108 K 1.1, TIK 1.2,
Buabl pador K 1.3, TIK 1.4,
- y4acTHe B IPOEKTUPOBAHUY CETEBOM HHPPACTPYKTYPHI; IIK'15.,1IK'16.,
- yyacTue B OpraHu3aluy CeTeBOTr0 aAMUHUCTPUPOBAHUS, IIK1.7,
- KCIITyaTanusi OOBEKTOB CETEBON HHPPACTPYKTYPHI; 8E 8% 8E 82
- y4acTHE B YIPaBJIICHUH CETEBLIMU CEPBUCAMHU; OK 05.’ OK 06:,
- y4acTue B MOJICpHU3AIMN CETEBONH HHPPACTPYKTYPHI; OK 07_’, OK 09.
- BBIOOD JaHHBIX AJIS aHAJIM3a UCIIOJIb30BaHMs U (PyHKIIMOHUPOBAHUS IPOIPAMMHO-TEXHUUECKUX CPENICTB KOMITbIOTEPHBIX CETeil;
- obecrieueHue ceTeBoi 0€30MacHOCTH
[Ipome:xyTounas arrectanus no YI1.01.01 B ¢popme nuddepeHnnpoBaHHOr0 3a4eTa -
II11.01.01 ITpousBoacTBEHHAS MPAKTUKA 108 /108 MK 1.1., 11K 1.2.,
Bujabi pa6oT: IIK 1.3., TIK 1.4.,
- ydacTue B pa3paboTKe METOJI0B, CPEJICTB U TEXHOJIOTHH IPUMEHEHUSI 00 BEKTOB MPO(ECCHOHATIBHON AEATEIbHOCTH; IIK' 1.5, 1IK'1.6.,
- IpOBeJIeHNE TPOPHUIAKTHICCKUX PA0OT HAa 0OBEKTAaX CETEBOM MHPPACTPYKTYPHI M paObOUMX CTAHIIUSX; [IK'1.7,
- y4acTHe B MHBEHTapU3alM1 TEXHUYECKUX CPEICTB CETEBOM MH(PACTPYKTYPbI, OCYLIECTBICHNUE KOHTPOJIS, TOCTYIUBILIETO U3 8E 8; 8E 82
peMOHTa 000PYIOBAHNS; OK 07" OK 09"
- obecrieveHue ceTeBol 0€30MacHOCTH (3alIUTa OT HECAHKIIMOHMPOBAHHOTO JIOCTYIA K MH(OpMaIuy, TPOCMOTP WIIK H3MEHEHHE K '
CHCTEMHBIX (paiiJIOB U JAHHBIX ), 0€30MIACHOCTH MEKCETEBOTO B3aUMO/ICHCTBHS;
- OCYLIECTBIICHUE aHTUBUPYCHOMN 3aIIUTHI JTIOKAIBHON CETH, CEPBEPOB U padOUYMX CTaHIHH;
- TOKyMEHTHPOBAHUE BCEX IPOU3BEICHHBIX JEUCTBUI
Ipome:xxyTounas artectanus no I111.01.01 B popme 1udpdepeHIUpPOBAHHOTO 3aUeTa -
JK3aMeH 10 MOAYJII0 6

Bceero | 722 /422
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3. YCJO0BUSA PEAJIMBAIIUU ITPOPECCHOHAJIBHOT'O MOAYJISA

3.1. MaTepuaabHO-TeXHHYECKOe oDecreveHue

i peanu3zanyyi IporpamMmbl MPOPECCHOHATBHOTO MOAYISI TIPEIYCMOTPEHBI CIIETYIOIINE
CHeluaIbHbIe TOMEICHUS:

- KaOMHET METPOJIOTUM M CTaHJapTHU3allMH, OCHAUICHHBIH B COOTBETCTBUU C 1. 6.1.2.1
oOpazoBarenpHOM mporpammbel 1o  crnenuanbHocTH  09.02.06 CereBoe W CHCTEMHOE
aJIMUHUCTPUPOBAHHUE;

- naboparopur MH()OPMALMOHHBIX TEXHOJOTHI, OpraHW3aIlMi W TPUHIUIIOB MOCTPOCHUS
KOMITBIOTEPHBIX CHUCTEM, IPOrpaMMHO-AIAPaTHON 3allUThl 00BEKTOB CETEeBOM MHPPACTPYKTYPHI,
OCHAIIIEHHBIE B COOTBETCTBUHM C 1. 6.1.2.3 00pa3oBaTenbHONW MPOrpaMMBbl MO CHENHATBHOCTH
09.02.06 CeTeBoe U CHCTEMHOE aIMUHUCTPHUPOBAHHCE;

- MacTepcKass MOHTaXa WM HACTPOWKH OOBEKTOB CETeBOM WH(MPACTPYKTYpHI, TMOJIUTOH
TEXHUYECKOT0 KOHTPOJISL U JUArHOCTUKH CETEBOM MHMPACTPYKTYPhl, OCHAIIICHHBIE B COOTBETCTBUU
c m 6.1.2.4 oGpazoBarensHOU Tporpammel mo creruaibHOcTH 09.02.06 CeTeBoe M cHCTEMHOE
aJIMUHUCTPUPOBAHHE;

- IOMEILIEHUS [IJII CaMOCTOATENbHOW U BOCHHUTATEIbHOW pabOThl, OCHAIICHHBIC B
COOTBETCTBUHM C M. 6.1.2.2 oOpa3zoBarenbHOi nporpammsl o crnenuanbHocTu 09.02.06 CeteBoe u
CHUCTEMHOE aJIMUHUCTPUPOBAHUE;

- 0a3bl IPAKTHKHU, OCHAIIEHHbIE B COOTBETCTBUM C 1 6.1.2.5 0Opa3zoBaTesbHOI IpOrpaMmbl
no crienpanbHocTh 09.02.06 CeTeBoe M CUCTEMHOE aJIMUHUCTPUPOBAHUE.

3.2. UudopmaniuoHHoe o0ecnieyeHue peaasu3anui NporpaMmbl

Jns  peanusauuu nporpamMmbl  OuOIMOTEeYHBIH (GOHJ 00pa3oBaTENbHON OpraHU3aLUM
YKOMIUIEKTOBaH IEYaTHBIMU U (WJIM) 3JEKTPOHHBIMU OOpa3oBaTeIbHBIMU U HH(DOPMALIMOHHBIMU
pecypcamu, peKOMEeH1I0BaHHBIMH Il HCIIOIb30BaHUS B 00pa30BaTeIbHOM IIpoLecce

3.2.1. OcHOBHBIE ITeYATHBIE U3TAHUSHA

1. Omudep B. T'., Omudep H. A. Kommbrorepasie cetu. I[IpuHIHMNBI, TEXHOJIOTHH,
IIPOTOKOJBI: Y4eOHUK Uit By30B. —5-e u3n. — CII6. ITutep, 2019, 2020, 2021. — 992 c. —
Tekcr : HermocpeICTBEHHBIMN.

2. [lubpos, Makcum BrnagumupoBuu. Cetu u TenekoMmyHuKanuu. Mapmpytusanus B IP-
cersix [Tekcr] : yaeOHUK U nIpakTUKyM i crio / M. B. JluOpos. - 2-e u3., nepepad. u jmom. - M. :
HOpaiiT, 2023. - 423 c. - (IIpodeccuonansHoe oopazoBanue). - ISBN 978-5-534-16551-7 . - Tekcr:
HEIOCPEACTBEHHBIN.

3.2.2. OcHOBHBIE 3JIeKTPOHHbIE H3TAHUSA

1. ubpos, M. B. Ceru u tenexkommyHukauuu. Mapmpytuzanust B [P-ceTsix : yueOHUK U
NPaKTUKYM JUTS CpeAHero npogdeccnonansHoro oopasosanus / M. B. lubpos. — 2-e u3 ., nepepad.
u gon. — Mocksa : U3narensctBo FOpaiit, 2024. — 423 ¢. — (Ilpodeccrnonansnoe oOpazoBanue).
— ISBN 978-5-534-16551-7. — Texkct : anextpoHHbIN // OOpa3oBarenbHas miaardopma FOpait
[caiir]. — URL.: https://urait.ru/bcode/544930 (mata obparienus: 21.02.2024). — Pexxum goctyna:
JUIsL aBTOPU3. MTOJIb30BaTENEH.

2. Pakutnn, P. 10. Kommberotepapie cetn : yueObHoe mocobme / P. 1O. Pakutun, E. B.
Mockanenko. — bapnayn : Antl'TIY, 2019. — 340 c. — ISBN 978-5-.88210-942-3. — Tekcr :
AIIEKTPOHHBIN /! Jlanb : AJIEKTPOHHO-OMOIMOTETHAS cucTema. — URL:
https://e.lanbook.com/book/139182 (mara oOpamenus: 09.02.2023). — Pexum gocrtyma: Jist
ABTOPH3. MOJIb30BATEIICH.

3.2.3. JlonoJHUTEIbHbI€ HCTOYHHUKH

1. IlpoektupoBanue MH(MOPMAITMOHHBIX CHCTEM : Y4YEOHMK M TPAKTUKYM JAJS CPEIHETrO
npodeccuonanbHoro oopazoanust / JI. B. Uucros, I1. II. Mensuukos, A. B. 3omnoraprok, H. b.
Huuenopyk. — 2-e u3a., nepepad. u gon. — Mocksa : U3narensctBo HOpaiir, 2024. — 293 ¢. —
(TTpodeccronansruoe obpaszoBanme). — ISBN 978-5-534-16217-2. — TekcT : 3aeKTpOHHBIH //



https://urait.ru/bcode/544930
https://e.lanbook.com/book/139182

O6pazoBatenpHass 1atrdopma [Opaiit [caiit]. — URL: https://urait.ru/bcode/538370 (mata
obpamenusi: 21.02.2024). — Pexum goctyna: AJiss aBTOPHU3. MOJIb30BaTEIICH.
2. lllesenes, 1O. I1. JTuckpetHas MaTematuka : yueoHoe mocooue s cro / 1O. I1. Illesernes.

— Camnkr-Ilerepoypr : Jlawb, 2021. — 592 c. — ISBN 978-5-8114-7504-9. — TekcT
ANEKTPOHHBIN // Jlanb : AIIEKTPOHHO-OMOIMOTEUHAS cucTema. — URL:
https://e.lanbook.com/book/161638 (mara oOpamenus: 16.02.2023). — Pexum pgoctryna: s

aBTOPU3. II0JIb30BATEIICH.
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4. KOHTPOJIb U OIIEHKA PE3YJIbTATOB OCBOEHUSA

INPO®ECCHUOHAJIBHOI'O MOAYJIA

Ko u HaumeHoBaHue
npogeccHoOHANbHBIX H 00LIUX
KOMIeTeHIuH,
(opmupyembIX B pamkax
MOJYJIf

Kpurepuu ouenku

MeToabl OLIECHKH

K 1.1. TokymMeHTHPOBATh
COCTOSTHUS
MH()OKOMMYHHKAI[MOHHBIX
CHCTEM U HX COCTABJIIIONINX B
nporecce HalaaKu U
9KCIUTyaTalx

OO6y4atomntuiicss 000CHOBAHO UCIIONB3YEeT HOPMAaTHBHO-
TEXHHMYECKYIO JOKyMEHTAIIHIO B 00IaCTH
MH()OKOMMYHHKAIIHOHHBIX TEXHOJIOTHi{; TPAMOTHO BEJIET
TEXHHYECKYIO JOKYMEHTAIHIO [0 OOBEKTaM
MH()OKOMMYHHKAIIHOHHBIX CHCTEM B IIPOIIECCE HAIAAKH
Y 9KCILTyaTaliH.

JleMOHCTpHpYET yMEHHE KOHTPOJINPOBATh HAINYNE U
JIBIDKEHHUE anllapaTHbIX, IPOrpaMMHO-aNNapaTHIX 1
MPOTPaMMHBIX CPEJICTB; paboTaeT ¢ MHPOPMAIIMOHHOMN
CHCTEMOM IO YIPaBJICHUIO 3a1lacCaMH U PEMOHTOM;
odopmiIsieT 3asBKM Ha MaTepHabl U KOMILIEKTYIOLIHE
MH()OKOMMYHHUKAITHOHHBIX CHCTEM.

JleMOHCTpPHpPYET HaBBIKM COCTABIICHHS PETJIAMEHTHBIX
OTYETOB O 3aMEUYCHHBIX OTKJIIOHEHHSAX OT IITATHOTO
pexuMa GyHKIIMOHUPOBAHUSI HHPOKOMMYHUKAIIMOHHBIX
CHCTEM; BBITIOJIHACT JOKYMEHTHPOBaHNE 0a30BOI
KOH(HUTypanuy U IporpaMMHOTO oOecTiedeHns
YCTPOHCTB MH(POKOMMYHHKAIIMOHHBIX CUCTEM

IIK 1.2. ITognep>xuBath
paboTococoOHOCTh
armapaTHO-MPOrPaMMHBIX
CPE/ICTB YCTPOMCTB
HH()OKOMMYHHUKAI[MOHHBIX
cucTeM

[Tpu ycraHOBKE M 3KCIUTyaTaluy nepudepuitHoro
000pyIoBaHUs 00YUAIOIINIACS TPAMOTHO IPUMEHSIET
COOTBETCTBYIOIINE HHCTPYKIIUH; BBITTOIHSIET 3aMEHY
PacxoHBIX MaTepUaIOB 1 KOMIUIEKTYIOIINX
nepugepruitHoro 000pyAoBaHIT, 000CHOBaHO
UCTIONIb3YEeT KOHTPOJIbHO-M3MEPUTEIbHOE 000pYA0BaHUE
JUIS TIPOBEPKH JIEKTPUYECKHX COCMHEHNH yCTPOICTB
MH()OKOMMYHHKAITUOHHBIX CUCTEM.

JleMOHCTpHpYET yMeHHe BBISIBIISITh U YCTPAHSTh
MEXaHUYECKHUE MOBPESKICHHS U A1e(DEKTHI yCTPOUCTB
MH()OKOMMYHHUKAITUOHHBIX CHCTEM.

JIeMOHCTpHPYET HaBBIKU YCTAHOBKU
MH()OKOMMYHHMKAIIMOHHBIX CHCTEM Ha Pa00YMX MecTax
COTJIACHO TPYZIOBOMY 33/IaHHIO; BHITIOIHSIET
JIMarHOCTHKY aIlapaTHbIX OUIMOOK YCTPOHCTB
MH()OKOMMYHHKAIIHOHHBIX CUCTEM; OCYIIECTBIISIET
JIEMOHTaX U 3aMEHY Y3JI0B U JIEMEHTOB OT/EIIbHBIX
YCTPOHCTB MHDOKOMMYHHKAIIMOHHBIX CUCTEM

[IK 1.3. Ycrpanars
HEHCTIPaBHOCTH B paboTe
MHPOKOMMYHUKAITHOHHBIX
cucTeM

OO0yJaronuiicss HISHTH(GUIUPYET HHIUICHTHL,
BO3HHUKAIOIIUE IPU YCTAHOBKE ITPOrPAMMHOTO
obecriedeHust 1 000CHOBAHO MPUHUMAET PeleHue 00
W3MEHEHHH MPOLEAYpPhl YCTAHOBKH; TPAMOTHO
OLICHHMBAET CTENECHb KPUTHUYHOCTH MHIUACHTOB IIPH
paboTe NPUKIIIHOTO IIPOrPaMMHOT0 OOeCTICUeHHSI.
JleMOHCTpHpYeT yMEHHE YCTPaHATh BO3HUKAIOIIUE
WHIUIEHTHI, TIPOU3BOUTH MOHUTOPHHT
aJIMUHUCTPHUPYEMOil nHpOpMannoHHoO-
KOMMYHHUKAIIMOHHOI CUCTEMBI 1 CBOEBPEMEHHO
JIOKYMEHTHPOBATh YUETHYIO HH(pOpMAIio 06
HCIIOJIE30BAaHHUH CETEBBIX PECYPCOB.

OO0y4aromuiics IeMOHCTPUPYET HABBIKU BBISBIICHHUS,
OIIpe/ieNIeHUs. M yCTPaHEeHUs IOCIEeNCTBHI cO0eB 1
OTKa30B CETEBBIX YCTPOWUCTB M OIIEPALIOHHBIX CHCTEM;
olpeiessieT MPUYMHBI BOSHUKHOBEHUS! KDUTHYECKUX
MHIMIECHTOB IpY paboTe MPUKIaAHOTO POrPAMMHOTO
obecrieueHust

- OKCIIEPTHOE
HaOIr0AEHHE 3a
JIEATETBHOCTHIO
oOyJarommuxcst Ha
MPaKTHYECKNX 3aHATHSAX,
B X0JI€ KypCOBOTO
MPOEKTHPOBaHMSI,
BBIMOJIHEHHS paboT Ha
yuebHOi
MIPOU3BOJICTBEHHOM
NPaKTHUKE;

- TECTHPOBAHHE;

- OLICHKA PE3y/IbTATOB
BBITIOJTHEHUS
MPaKTHYECKHUX padoT;
- 3aImTa
WHIVBHIYAJIbHBIX U
KOJIJICKTHBHBIX PaboOT
(pedeparos,
Npe3eHTalNi, pacyeTHO-
rpadugecKux pador);
- 3aIlIUTa KypCOBOTO
TIPOEKTA;

- madepeHI-Hble
3a4eThl 110
MEKITUCHUIUINHAPHBIM
KypcaMm, yaeOHOH 1
MIPOU3BOICTBEHHON
MpaKTHUKaM;

- 9K3aMEHBI 110
MEXKTUCIUIUTHTHAPHBIM
Kypcawm;

- 9K3aMeEH 110
po(hecCHOHAITEHOMY
MOJLYJIFO
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1K 1.4. ITpoBoauTb Ipuemo-
CHATOYHBIE HCIIBITAHUS
KOMITBIOTEPHBIX CETEN U
CETEeBOTO 000PYHOBAHUS
Pa3IMYHOTO YPOBHS H OLICHKY
Ka4ecTBa CETEBON TOIOJIOTHH B
paMKax CBOEH
OTBETCTBEHHOCTHU

O0yuaronuiicst criocoOeH nASHTH(HUINPOBATH
MHIUJCHTHI, BOSHUKAIOLINE IPU IPOBEICHUH
NpeIBapUTEIbHBIX UCIIBITAHHI; TPAMOTHO HCIIOJIB3YeT
HPOLEYPHl BOCCTAHOBIICHUS JaHHBIX, ONIPEACIISACT
TOYKH BOCCTAHOBJICHUSI JaHHBIX, OLICHUBAET PUCKH
HePephIBOB B IIPEIOCTABICHUHN CEPBHUCOB IIPU
MPOBEJICHUH UCIIBITAHUH.

OO6yuaronuiics OCyIecTBISAET MOJTOTOBKY K
MPOBEICHUIO MPEIBAPUTEIILHBIX UCTIBITAHUN; COCTABIISET
rpaguK NpeBapUTEIbHBIX UCIIBITAHUN; BBITIOJIHSIET
OTIOBEIIECHHS MTOJIb30BaTe el 0 BO3MOKHBIX IepephIBaX B
MPEI0CTaBIICHUN CEPBUCOB; BBIOHSET
NpeaBapyUTeIbHbIE UCIBITAHMS

[IK 1.5. OcymecTBiars
pe3epBHOE KOITMPOBAHKE U
BOCCTaHOBJICHHE
KOH(HT'YpauH CETEBOr0
obopynoBaHus
nHpOopMaIMOHHO-
KOMMYHHKAIIMOHHBIX CHCTEM

OOyyaronuiicst 1IeMOHCTPUPYET YMEHHE HCIIOIb30BaTh
HPOLEYPHI H OIPEETIATh TOYKU BOCCTAHOBIICHUS
JaHHBIX; paboTaeT ¢ cepBepaMu apXUBHPOBAHUS U
CpelCTBaMH YIIPABJICHHS ONIEPALlMOHHBIMU CHCTEMaMH;
IPaMOTHO UCIIONB3YeT HOPMAaTHBHO-TEXHHYECKYIO
JOKYMCHTALHIO.

OOy4aroIuiics BBINOJHSAET BOCCTAHOBJICHHE
[apaMeTPOB [0 YMOITYAHHIO COITTACHO JOKYMEHTAIIUU
OTIEPAIIMOHHBIX CHCTEM, ITPH TIOMOIIIN CEPBEPOB
ApXUBHPOBAHMS, A TAKKE P NOMOIIH CPEICTB
YIIPaBJICHUS CIICIMANTN3UPOBAHHBIX OTIEPAIIMOHHBIX
CHCTEM CETeBOT0 000pYTOBaHMUS.

OO6y4aronuiics JeMOHCTPUPYET HAaBBIKU [UTAHUPOBAHUS
pacIucaHus apXUBUPOBAHHUS U apXUBUPOBAHUE
MapaMeTpOB MOJIb30BATENbCKUX YCTPOUCTB; BBITIOJIHSET
CONPOBOXKICHHE CEPBEPOB APXHBUPOBAHUS
HPOrPaMMHOT0 00eCTIeUeHUsI © MOHUTOPHHT
NPOBEJICHHOTO IJIAHOBOTO apXHBUPOBAHUS
TI0JIb30BATEIILCKUX YCTPOKCTB

[IK 1.6. OcymecTBusaThb
MHBEHTAPH3AINI0 TEXHUICCKAX
CpEICTB CETEeBOU
HHPPACTPYKTYPHI, KOHTPOJIb
000pyIOBaHUs TIOCIIE
MIPOBEACHHOT'O PEMOHTA

OO0yyaronuiicst TpaMOTHO BEJIET TEXHUYECKYIO
JIOKYMEHTAIIHIO 110 00beKTaM HH(POPMAITMOHHO-
KOMMYHHUKAIIMOHHOI CHCTEMBI; OCYIIECTBIISIET KOHTPOIIb
HaJIMYMsI ¥ IBYDKEHUS allllapaTHbIX, TPOTPaMMHO-
annapaTHBIX U IIPOrPaMMHBIX CPEJICTB.

BerInonHseT NpoBEpKy OTYETOB MO Pe3yabTaTaM
WHBEHTAPHU3ALMH Y CIIMCAHMS alllapaTHBIX,
MPOTPaMMHO-aIIapaTHBIX U TPOTPAMMHBIX CPEJICTB;
(uKcHpyeT B )KypHaJle HHBEHTapHbIE HOMEpa U
MECTOPACIOIOKEHNSI TEXHUUECKUX CPEACTB
a/IMUHUCTPUPYEMOIl CETH, OCYILIECTBIISIET UX
MapKHPOBKY

[IK 1.7. OcymecTBiaTh
periIaMeHTHOE 00CITy>)KUBaHHE
1 3aMEHY PacXOJHBIX
MaTepHalIoB IepudepuiHoro,
CETEBOT'0 M CEPBEPHOTO
obOopynoBaHus
NH()OKOMMYHHKAIIMOHHBIX
cucTeM

OO0yuaroniuiicst [paMOTHO paboTaeT ¢ JOTOBOPHON U
OTYCTHOW JOKYMEHTAIMEH Ha 00CITy)KHBAEMYIO
MHPOPMAINOHHO-KOMMYHHUKAIIMOHHYIO CHCTEMY, C
HHPOPMAIMOHHOW CHCTEMOH yIIpaBIICHUs 3a1IacaMu U
PEMOHTOM, O0(OPMITACT 3aIBKH HA MATEPUAIBI U
KOMILICKTYIOIIE HHPOPMAIIMOHHO-KOMMYHUKAITHOHHON
CHCTEMBEI.

OO0y4aronuiicss OCyIIECTBISCT KOHTPOJIb OCTaTKOB
3aIlaCHBIX YacTe U 000PYAOBaHHUS O] 3aMCHY;
KOHTPOJIb COOITIOIEHUS Tpaduka MpohHUITaKTHIECKOTO
00CITy)KUBaHUsI 000PYIOBAHHUS; BBITOJHICT BHECCHUS
JTAaHHBIX O IPOBEIEHHBIX pab0Tax, 00 NCTIOIE30BaHHBIX
3armacHBIX 9acTAX B MHPOPMAIMOHHYIO CHCTEMY
YIpaBJICHHUS 3aIIacaMy i PEMOHTOM

OK 01. Beibupats criocoOsl
perueHus 3axa4q
npodhecCHOHATEHON
JESITEIBHOCTH IIPUMECHHUTEIBHO

OOy4JaroImuiicst IEeMOHCTPUPYET HATMYNE YMEHUI
pacro3HaBath 3a/1a4y (1po0bemy) B IpoeccnoHaIbHOM
WY COLMAIbHOM KOHTEKCTE; aHAJIU3UPOBATh U
BBIJICIISITH €€ COCTAaBHbIC YaCTH; ONIPEAEIIATH ATaIlbl

9KCIEPTHOE HAOJIFOICHHE
3a JIeSITEeNbHOCTBIO
00yJaronXxCs:

- Ha NPAKTUYECKUX
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K pa3jiIn4YHbIMU KOHTEKCTaM

peIleHHS 3a]]a9H; BBISBIATH U 3)()EKTUBHO UCKATh
“HPOPMAINIO, HEOOXOTUMYIO JUTsl pEIICHUS 3a1a9H
(poGiemsr). CocTaBisieT IUTaH JeHCTBUIL; OTIpeIeNsieT
HEOOXOAUMBIE PECYPChI; BIAJICET aKTyalbHbBIMH
MeTOAaMH paboTHl B MPO(ECCHOHATBFHON M CMEKHBIX
cepax; peannuzyer COCTaBICHHBIN IJIaH; OL[CHUBACT
PE3yIbTAT U MOCICACTBUS CBOUX JCUCTBHUI

OK 02. Mcnonp30BaTh
COBpEMEHHbBIE CPE/ICTBA
MOMCKa, aHAIIn3a U
HHTEpIIPETalnul HHPOPMAIHU U
nH(pOpMALMOHHBIE TEXHOJIOTUU
JUTSL BBITIOJTHEHUS 337124
podecCHOHATBHON
JEeATENLHOCTH

OOyuatonuiica o6aaeT CIOCOOHOCTBIO OIPEETATh
3a7a4i U HeOOXOIMMBIC HCTOYHUKH JUIS TIOUCKA
nH(popManuy; IIAHWPOBATH IIPOLECC TOUCKA U
CTPYKTYPHUPOBATh I10JIy4aeMyt0 HHPOPMAIHIO.
Brigenser nHanboree 3HaYMMOE B IIepeIHE HHPOPMAIHN
1 OIIEHMBAET MPAKTHYECKYIO 3HAUUMOCTb Pe3yJIbTaTOB
noucka; oopMIIsieT pe3yabTaThl TOUCKA, MPUMEHSET
cpeacTBa MH(POPMAIIMOHHBIX TEXHOJIOTHH IS pELIEHUS
npo¢ecCHOHAIBHBIX 3a/1a4; UCTIOIb3YeT COBPEMEHHOE
IpOrpaMMHOE oOeclieYeHre U pasimyHble HH(poBbIe
CpencTBa sl PeIleHUs NPO(peCCHOHANIBHBIX 3a1a4

OK 03. [TnmaaupoBaTh 1
peannu30BBIBATH COOCTBEHHOE
npohecCHOHABHOE 1
JIMYHOCTHOE PAa3BUTHE,
MpeIIPHHUMATENBCKYIO
JeATEeNILHOCTh B
npodeccroHanbpHOU cdepe,
UCIIONIb30BaTh 3HAHUS 110
NPaBOBO# M (hMHAHCOBOU
IPaMOTHOCTH B Pa3JIUYHbBIX
JKU3HCHHBIX CHUTYaLUsIX

I[Tpu BBIMOTHEHUH OCTABICHHBIX 3a/1a4 00y4JaroIuics
JIEMOHCTPHPYET CIIOCOOHOCTH ONPEAEAT aKTyaJIbHOCTh
HOPMaTHBHO-TIPABOBOH TOKYMEHTALIUH B
npodeccHoHANBHOH NEeATeNFHOCTH; IPUMEHATh
COBPEMEHHYIO Hay4HYIO TPO(ECCHOHANBHYIO
TEPMUHOJIOTHIO.

OO6yuaronuiics 0CO3HAHO ONpeAeTsieT U BEICTPAauBaeT
TPaeKTOPUH CBOETO MPOPECCHOHATIBHOIO Pa3BUTHS U
camM000pa30BaHusI; CIOCOOCH HCITOIb30BATh 3HAHU I10
MPaBOBOW M (PMHAHCOBOW IPAMOTHOCTH B Pa3IMYHBIX
JKUBHCHHBIX CUTYyallUAX

OK 04. DddexTrBHO
B3aMMO/ICHCTBOBATh H paboOTaTh
B KOJUIEKTHBE U KOMaH[e

OO6yuaronuiics JeMOHCTPUPYET yMEHHE OPTaHU30BaTh
padoTy KOJUISKTHBA U KOMaHAB!; 3 pekTuBHO
B3aHMOJCHCTBYET C KOJIEraMH, PYKOBOACTBOM,
KIMEHTaMH B X0JIe y4eOHOT0 Ipoliecca U Ha IPaKTHKe

OK 05. Ocy1iecTBIsATh YCTHYIO
U THCEMEHHYIO
KOMMYHHUKAIIHIO Ha
TOCYJapCTBCHHOM SI3BIKE
Poccuiickoit ®enepanuu ¢
y4eToM 0coOeHHOCTEH
COIMAIILHOTO U KYJIbTYPHOTO
KOHTEKCTa

OO6yyatonuiics pazdupaercsi B 0COOCHHOCTSIX
COIATIBHOTO U KYJIBTYPHOTO KOHTEKCTA, 0CO3HAHO
MPUMEHSET NpaBuia 0QOPMIICHUS JOKYMEHTOB U
MOCTPOEHHSI YCTHBIX COOOIIEHHH.

I'paMOTHO H3MaraeT CBOM MBICIH U 0(hOpPMIISIET
JIOKYMEHTBI 110 TIPO()ECCHOHATTBHOM TeMaTHKE Ha
roCy1apCTBEHHOM A3BIKE, IIPOABJIACT TOJICPAHTHOCTH B
paboueM KOJUICKTHBE

OK 06. IposiBisiTh
IpaXkIaHCKO-TTaTPUOTHYECKYIO
MO3UIHIO, IEMOHCTPUPOBATH
OCO3HaHHOE MOBEJECHNUE Ha
OCHOBEC TPpaAUITHMOHHBIX
pOCCUICKHX 1yXOBHO-
HPaABCTBECHHBIX HeHHOCTeﬁ, B
TOM YHUCIIE C YIETOM
TapMOHU3AIINNU
MEC)KHAITMOHAJIBHBIX U
MEKPEITUTUOZHBIX OTHOmeHHﬁ,
TIPUMEHATH CTAaHAAPTHI
AQHTHKOPPYIILIMOHHOTO
TIOBEJICHUS

OO0yuJatronuiicss JTeMOHCTPUPYET 3HAHUE ¥ TOHUMaHHe
CYIITHOCTH TPaXXTaHCKO-TIATPHOTHIECCKON TTO3UIINH U
TPaJUIIMOHHBIX POCCUHCKHUX JTYXOBHO-HPABCTBEHHBIX
neHHoctel. [IposBisieT yyBcTBa MaTpUOTU3MA,
TPaXTaHCTBEHHOCTH, YBOKEHUS K ITAMSITH 3aIIIUTHUKOB
OreuectBa 1 nojasuram ['epoeB OTeuecTBa, 3aKOHY U
MIPaBOIOPSIIIKY, YEJIOBEKY TpyJa U CTaplieMy
MOKOJICHUIO; B3AUMHOTO YBAXKCHUS, OEPEKHOTO
OTHOUICHUS K KYJbTYPHOMY HaCJIEIUIO U TPAAULIHUIM
MHOTOHaIMOHANBHOT0 Hapoa Poccuiickoii denepanuun
[IpumeHnsieT craHAAPTHI AaHTUKOPPYNLIMOHHOTO
MOBEAEHHUSI, 0OCO3HAET BO3MOKHBIE TIOCIIEACTBHS ETO
HapyIIeHUsI.

OO0yy4aronuiicst 0CO3HaHO OMUCHIBAET 3HAYMMOCTh CBOEH
Oynymielt mpodeccun

OK 07. ConeficTBOBaThH
COXpaHEHUIO OKPYKArOIIeH
Cpempl, pecypcocOepexeHuro,
MIPUMEHSTH 3HAHUS 00
M3MEHEHHUH KJIMMaTa,
MIPUHITUITE] OEPEIKITHBOTO

OO0yugarontuiicst cioco6eH co0II01aTh HOPMbI
9KOJIOTUYECKOH 0€30MaCHOCTH, OIPEIeIIsTh
HAIpPAaBJICHUsI PeCypcoCcOepeKeHUsI B paMKax
po(eCcCHOHANBHON ACATEIBHOCTH TI0 CIICIIHATBHOCTH.
OO0yyJaronuiicst OCyImecTBIsAeT paboTy ¢ COOII0CHIEM
MPUHIMIIOB OEPEXIIMBOIO IPONU3BOJICTBA, OPraHU3yeT

3aHATHSAX;
- B XO/I€ BBITIOJIHCHHUS U
3aIIUTHI KypCOBOTO
MPOEKTA,
WHIUBHIYAJIBHbIX U
KOJJICKTHBHBIX paboT
(pedeparos,
[IpEe3EHTALNM, pacue€THO-
rpadugecKux pador);

- B XO/I€ BBITIOJTHCHHUS
paboT Ha y4eOHOH
[IPOU3BOJICTBEHHOM
MPaKTHKaXx;

- B X0JIe 9K3aMeHa 110
podecCHOHATBEHOMY
MOJLYJII0
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IPOMU3BOJICTBA, 3()(PEKTHBHO
JIEMCTBOBATH B UPE3BbIYANHBIX

npodecCHOHAIBHYIO AESTEILHOCTh C yYETOM 3HaHHH 00
W3MEHEHHNHN KJIIMMAaTHYECKUX YCIOBUH PErHOHA

CHTYalHUsIX
OK 09. [Tone30BaTecs OO0yJatontuiicss HOHUMAET OOIIUI CMBICT YETKO
npohecCHOHANBHOM MPOU3HECEHHBIX BBHICKA3bIBAHMIT HA N3BECTHBIC TEMbI

JOKyMEHTaluel Ha
TOCYAapPCTBEHHOM H
HMHOCTPAaHHOM f3bIKaX

(mpodeccruonanpHBIC M OBITOBEIC), a TAKXKE TEKCTHI HA
0a30BbIe PO ECCHOHATBHEIC TEMBI; yIacTBYET B
JIajorax Ha 3HaKoMble o0IIue U MpoQecCHOHaIbHbIE
TEMBI; CTPOUT MPOCTHIE BEICKA3bIBAHUS O cebe 1 O CBOECH
npodeccHoHANBHO IeaTeIbHOCTH; KPaTKO
000CHOBBIBAET M OOBSCHSET CBOM ACHCTBUS (TEKyIIHE U
IUTAaHUPYEMBIE); TIHIIET [IPOCTHIE CBSI3HBIE COOOIIEHUS Ha
3HAKOMBIE WIIM HHTEpECYoLIHe NpodecCuoHaIbHbIE
TEMBI
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